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1/O VIVAT
/ /Editorial

Dear reader,

A Vivat has once again touched your digital doormat. For those unfamiliar, the I/O
Vivat is the popular scientific magazine of study association Inter-Actief. It con-
tains articles about popular science, interesting I'T-related companies and columns
from the programme director and the board of Inter-Actief among other things.
The I/O Vivat is published once every year in physical print (1700 copies for both
Inter-Actief as well as alumni association ENIAC), delivered to your doorsteps.
Other editions, like this one, are shared in a digital (.PDF) format and the articles
are published continuously on our digital platform (https://ioviv.at). Do not
miss any articles by joining our platform by scanning the following QR code!
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This edition includes articles about the difference between humans and machines,
how you, as a tech worker, can help fight for sustainability, and how the Wright
brothers pioneered the aviation industry with their knowledge of iterative design.
Additionally, we have columns from some of Inter-Actiefs committees, such as the
2025 Symposium committee and the Educational committee, and articles from the
ENIAC board and the dean of EEMCS! After years of hard work, our former chief
editors are able to reengage on writing articles, as they teach us about the Double
Hop Problem and what to do when you’ve just graduated.

At some point you realise you have to hand over the reins to a new generation. Jelle
and Ruben have been fighting for the I/O Vivat for over 2.5 years, providing new
energy to the committee, trying to find a good balance between physical and digital
publications, setting up our digital platform, kindly inquiring at the board how col-
laborations were going and, most energy-draining, trying to figure out the tariffs
of PostNL. We see that our efforts have paid off, at least to some degree, in the fact
that we found two eager new Chief Editors who we have not doubt in will push the
Vivat to next levels. Anamaria and Erjan have already been busy in arranging and
outlaying the Vivat your are currently viewing. We wish them the best of luck and
you will no doubt see some articles from our side from time to time.

We thank you for reading the I/O Vivat!

Anamaria Ceban & Erjan Steenbergen
Chief Editors /O Vivat

Jelle Maas & Ruben Groot Roessink
Former Chief Editors 1/O Vivat
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By: Sanziana Grecu
Editor 1/O Vivat

"l don't know if the future is going

to be a utopia or a dystopia. But it's

unlikely to be anything in between.”
- Tim Urban

I keep thinking about that scene from
I, Robot.

Detective Del Spooner: “Human

beings have dreams. Even dogs have
dreams, but not you. You are just a
machine. An imitation of life. Can a
robot write a symphony? Can a ro-
bot turn a... canvas into a beautiful

masterpiece?”

Sonny: “Can you?’

And then a ton of questions flood my
mind. I am putting them here because
I do not want to be the only one having
this existential crisis.

What makes us human? What sets us
apart? Is it consciousness? Creativity?
But then again, can you? Not all of
us reach that level of genius - or even
try to. So how did we get here? Or are
we ever going to get there? To a point
where we have these conversations with
Al. Where there is a kind of reversed
Turing test, where robots try to figure
out if you are human or not.

Or in another order of ideas. How has
technological progress accelerated so

|

much? Ray Kurzweil's Law of Accele-
rating Returns: technological advances
feed on themselves, making progress
even faster. But how do we adapt to a
world that is changing every second?
Why are we so afraid of being replaced?
Why do we even think we will be re-
placed? Is it because we are so young
as a species, and we are still fighting
with our biology, trying to find prin-
ciples that don’t get obsolete? Why do
we even see everything through this
dystopian lens? Why can’t we imagine
a future where we work together with
technology? Like that solar punk Ghi-
bli aesthetic. Because in the end, tech-
nology helps us become more human.
Asking these questions pushes us closer
to authenticity. It forces us to peel back
the layers until we reach that authen-
tic voice buried beneath our biological

Human Progress

evolution screaming “fit in”. Nonconfor-
mity has become the new conformity.

I am not signing up for the techno-
optimist manifesto wholesale, but I will
borrow some highlights. I do not be-
lieve that beauty only exists in struggle
or that technology must violently con-
quer the unknown. But I do believe this
struggle - the questions, the fear, the
collaboration - is where we find our hu-
manity. Let us bring this to Pixar and Ed
Catmull. Because I think it is the best
example for what I am trying to say. I
will probably dedicate one full article
on the evolution of computer graphics
because of him.

Ed Catmull is not your typical tech
founder. He is not walking over dead
bodies like Jobs or singing in worka-
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waitbutwhy.com

They despise your
kind because you
understand the machibe,
while they have to
turn jungles into fuel
and enslave thousands
of computers just
to pretend that
the machine speaks
to them too.

holism like Musk. His story is quieter,
more thoughtful. He is the guy who
blurred the lines between art, story-
telling, and technology. At the start of
Creativity, Inc., his semi-autobiography,
Catmull talks about his love for art - le-
arning to draw, dreaming of becoming
an animator - and how he was pulled
into the world of computers. His heroes,
Walt Disney and Albert Einstein, hinted
at what he would achieve. And boy, did
he deliver. Catmull is to computer ani-
mation what Feynman was to quantum
physics. He even received the Turing
Award, the computer science equivalent
of the Nobel Prize. But his legacy isn't
just about technology. It is about peo-
ple. Catmull’s technology was robust
because it had a purpose: to tell stories.
And that is why he is so good at drawing

practical lessons from complex ideas.
Like when ARPA taught him, “When
challenged, get smarter” Or how he said
drawing lessons weren't about learning
to draw but learning to see. One of my
favorite parts of the book is when he
talks about Cassandra and Apollo. Cas-
sandra wasn't cursed. The people who
could not understand her were. Is there
a Cassandra among us we are failing to
listen to? Maybe that is why Catmull’s
leadership philosophy screams failibi-
lism: fail fast so you can correct faster.
He would tell his team, “Give em the
Toyota speech” - a pep talk more than
just-in-time-manufacturing, but just-
in-time learning, where the most im-
portant skill is just figuring out as you
go, about candor - giving everyone the
chance to be as honest as possible, fo-
cusing on the problem, not the person.

So what is the takeaway here? Techno-
logy evolves because we push it. But it
is not just about the tools we build. It’s
about what those tools make possible.
Pixar’s movies do not wow us because
they are technological feats. They wow
us because they are human. Technology
only can amplify our humanity. This pa-
radox... the more it evolves, the more it
challenges us to understand what makes
us human.

And that brings us back to the questi-
ons. What makes us human? What is
our place in a world where machines
can do what we do - and sometimes bet-
ter? Maybe it is not about what we can
do but why we do it. Maybe it is about
the stories we tell and the connections
we make. Our beliefs, and opinions.

Figure 3: Edwin Catmull: Co-founder of Pixar
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Maybe it is about peeling back the lay-
ers to find that authentic voice that ma-
kes us who we are. About what we can
create together. We do not have to prove
anything anymore. Amor fati.

Edwin Catmull

Edwin Catmull is an American com-
puter scientist, as well as an anima-
tor who is known as the co-founder
of Pixar and as former president of
Walt Disney Animation Studios.
In the computer science field, he
is renowned in the 3D computer
graphics sector for pioneering the
method of texture mapping, along
with algorithms such as the Cat-
mull-Rom spline and the Catmull-
Clark subdivision surface. Due to
these findings, he received the Tu-
ring Award in 2019.

Cassandra

Cassandra, a Trojan princess, was gif -
ted with the power of prophecy by
Apollo. However, when she rejec-
ted his love, he cursed her so that
no one would believe her predicti-
ons. Despite accurately foreseeing
events such as the fall of Troy, her
warnings were dismissed, leaving
her helpless to prevent disaster.




By: Josje van ‘'t Padje
Chairman ENIAC Board

s the year comes to a close, it
is the perfect time for a lit-
tle reflection. For those of
us unfamiliar with ENIAC,
the alumni association for
Computer Science and Busi-
ness and IT, it’s also a great
opportunity to take a peek behind the
curtains and see what we have been up
to. From social gatherings to professi-
onal events, let us walk through some
of the highlights of our year!

We kicked off the year with two drinks
and a General Members Meeting
(GMM) in the first quarter. Our first
drink took place in Enschede, a city we
all know and love. The second one was
in Utrecht, conveniently located in the
center of the Netherlands and home to
many alumni. Therefore this event was a
hit, as always. Organizing drinks is sim-
ple: finding a venue, making a reserva-
tion, and spreading the word. A GMM,
on the other hand, requires more effort
since we need to prepare our GMM do-
cuments and need to secure two locati-
ons - one for lunch and another for the
activity, which may sometimes be at the
same place.

In late May, we hosted our first gradu-
ation speeddate of the year. This event
is designed for master students looking
for a graduation project at a company.
The organization begins a couple of
months in advance, as we reach out to
the board of Inter-Actiefto arrange a ve-
nue where we can hold the speeddates,
presentations, and a post-event drink.

In the past, we often used the Educafé,
but due to an increasing number of
drinks, we've had to look for other op-
tions. This year, we hosted the event at
SmartXP, which turned out to be a great
alternative. Around the same time, we
begin contacting companies to gauge
their interest in participating. Many of
these companies send alumni that also
studied at the UT, and it’s always a plea-
sure to see them return for these events.
They make the event more meaningful
for both the students and companies by
understanding the needs and demands
of the students.

About a month before the speeddate,

we ask study advisors from Computer
Science and Business & IT to post an
announcement on the Canvas page, and
Inter-Actief adds the event to their web-
site. Since we host the speeddate in two
rounds, we can invite a little over twice
as many students as we have companies.
As you can imagine, this requires a bit
of balancing to ensure the right ratio of
companies to students as the compa-
nies and students sign up for the event.
For our first event, the number of par-
ticipating companies was lower than
expected, so we opted for three rounds
instead of two to accommodate more
students.

Figure 1: ENIAC computer, the namesake of the association.
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The evening starts with a walking din-
ner, followed by a brief pitch from each
company to introduce themselves to
the students. This allows us to save time
during the speeddating rounds, where
students rotate between tables and
spend five minutes with each company.
Meanwhile, other groups of students are
entertained with a presentation from
the ENIAC board, where we share our
personal experiences of the gradua-
tion process at the university. After the
speeddate rounds, we check if there’s
mutual interest between students and
companies. During the after-party, stu-
dents and companies can discuss their
results and reflect on the event. Within
a week, we send contact details of the
successful matches to both parties so
they can follow up directly.

Before and after the summer break, we
organized two major activities, of which
one for families with children. The first
major event was a visit to the Puik Bre-
wery in Apeldoorn. Puik is a cozy ta-
proom where we got an inside look at
their brewing process. One thing that
stood out was how they mainly bottle
beer in kegs rather than bottles, prefer-
ring to serve fresh beer at their taproom
over selling bottles. Puik also loves ex-
perimenting with flavors, which results
in a diverse range of seasonal beers. Af-
ter the tour, we enjoyed a beer tasting
and had a great time socializing, with
some of us staying for dinner afterward.

Our family activity this year was a day
at the Efteling theme park. This event

L
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is always popular. Everyone is free to
do their own thing. Some people pre-
fer to wander through the park with
other alumni, while others go solo or
with their family. We arranged a mee-
ting time for the group lunch for those
interested, and a lot of the participants
showed up to enjoy a sandwich toge-
ther before splitting up into their own
groups again. It's a day where you can
do whatever you like - no pressure!

Later in the fall, we took over Inter-Ac-
tiefs Friday afternoon drink. This event
had an extra special vibe, as members
from Ianus, the old board dispute of In-
ter-Actief, were also attending, making
it a great opportunity to reconnect with
both current and former students of the
association.

Finally, last month marked our second
graduation speeddate of the year, where
another batch of students had the chan-
ce to find a graduation assignment. We
had also hoped to host another borrel
in Leiden, but due to low sign-ups, we
had to cancel it. However, were excited
to kick off the new year with a borrel
in Utrecht in January, and we hope to
see many of you there! We're still plan-
ning what to do for the rest of the next
year, but we usually publish the full year
agenda on our website pretty early into
the year, so keep an eye out!

As we look back on this past year, we're
proud of all that we've achieved and gra-
teful for the vibrant community we've
built together. Looking ahead to the

Figure 2: ENIAC activity (Family Activity) at the Efteling.
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new year, were excited about the op-
portunities and events yet to come. We
hope that 2025 brings new connections,
memorable moments, and exciting op-
portunities for all our members. Here’s
to another year of growth, collabora-
tion, and fun! Wishing everyone a suc-
cessful and fulfilling year ahead! See
you at the drink in April!
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Associate Professor Behavioural, Management, and Social Sciences UT

he tech industry has long
been at the forefront of in-
novation, but in recent years,
another movement has been
growing within its ranks: em-
ployee activism [1]. Employee
activism means that employ-
ees are using their voices to advocate
for meaningful change within their
companies. This spans a range of
ethical issues, from data privacy and
misinformation to labor rights and
workplace discrimination. One of the
most pressing concerns, however, is
environmental sustainability, as these
employees recognize that their com-
panies hold immense power to influ-
ence global environmental policies.

Despite current setbacks related to the
re-election of Donald Trump as US Pre-
sident [2] employee activism remains
a powerful force in the fast-paced tech
world. Let us have a look at some recent
initiatives and achievements of tech
workers fighting for sustainability be-
fore I provide some guidance on how to
become an employee activist for sustai-
nability in your own company.

It is no secret that corporations play
a significant role in climate-harming
emissions and environmental degrada-
tion. However, they also hold immense
power to drive meaningful change [3].
Unfortunately, most companies have
failed to take decisive action. This is
where employees step in. For about 50%
of Millennials and Gen Z, climate chan-
ge is a major concern that influences

their career choices, and they are loo-
king for ways to change their companies
for the better [4]. In particular, in North
American tech companies, employees
are organizing, mobilizing, and pressu-
ring their employers to take action on
sustainability.

For example, take Drew Wilkinson, a
former punk band leader turned Mi-
crosoft employee, who co-founded the
company’s sustainability community
which comprised over 10,000 members
by 2023 [5]. Similarly, Google’s Zoe Sa-
muel helped launch the Anthropocene
grassroots climate solutions commu-
nity, which now boasts more than 4,000
members working on initiatives like
Google Sunroof, a project that promo-
tes solar energy adoption [6].

On the more radical end, former Ama-
zon employees Maren Costa and Emily
Cunningham took their activism be-
yond internal advocacy [7]. Frustrated
by their company’s lack of action, they
helped organize a walkout of 3,000
Amazon employees worldwide and
publicly criticized Amazons climate
policies at the 2019 Fridays for Future
demonstration in Seattle. Their efforts
contributed to Amazon’s decision to an-
nounce its Climate Pledge, committing
to 100% renewable energy by 2030 and
net-zero carbon operations by 2040.

Then there are whistleblowers like
Frances Haugen, who in 2021 exposed
FacebooK’s internal documents revea-
ling the company’s awareness of its role
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in spreading misinformation, including
climate-related falsehoods [8]. Similar-
ly, Stuart Johnson, a senior engineer at
Volkswagen, informed U.S. authorities
about VW’s emissions fraud, shaking
the German automotive industry to its
core [9].

It's no coincidence that many of these
activists come from tech companies.
Many employees in the industry live in
progressive areas, have democratic va-
lues, and join their companies with the
belief that technology could be a force
for good. However, as they witness cor-
porate decisions prioritizing profits
over societal benefits and planetary
well-being, many have become disillu-
sioned. Tech workers—often well-paid,
highly skilled, and deeply embedded in
their companies’ core operations—have
both the leverage and the motivation to
demand change.

How to Become a Tech Worker Em-
ployee Activist?

As a tech professional, you have the op-
portunity to be part of this movement
and become an employee activist for
sustainability yourself. If you are ready
to take action, here are key strategies to
make your efforts impactful (see [10]
for detailed theoretical basics and re-
search on the matter).

Build a team: No matter how ambiti-
ous your goals, you do not have to go
it alone. Building a team helps distri-
bute the workload, provides emotional

support, and strengthens resilience. A
collective effort is harder to ignore and
more likely to achieve lasting change.
Surround yourself with like-minded
colleagues who share your vision and
can help strategize, celebrate successes,
and navigate setbacks together.

Identify Issues Worth Fighting For:
Identify relevant causes to fight for in
your company. These are often the ones
where your business has the strongest
negative environmental impact. Howe-
ver, not all issues are equally easy to tac-
kle. Some initiatives offer quick wins that
build momentum, while others, such as
reducing a company’s carbon footprint
or changing hiring policies,require
long-term commitment. Focus on ba-
lancing feasibility and effectiveness.
Early wins can generate credibility and
confidence, paving the way for larger,
more complex changes.

Understand Power Dynamics: Tech
companies are driven by both formal
structures and informal influence. Kno-
wing how decisions are made—and
who holds the power—can help you
craft a more effective strategy. Some
initiatives may gain traction by working
within existing systems, while others
may require pushing boundaries or
challenging the status quo. Recognizing
when to negotiate, when to escalate, and
when to push back is key to making an
impact.

Be Creative: Employee activism has no
one-size-fits-all playbook, so thinking
outside the box is essential. Look for in-
novative ways to engage colleagues, mo-
bilize resources, and create compelling
narratives that drive action. Whether
it’s a grassroots petition, a well-resear-
ched proposal, or a high-profile internal
campaign, tailor your approach to your
company’s culture and unique challen-
ges.

Win Over Decision-Makers: Execu-
tives and managers have a major in-
fluence on company policy, so gaining
their support can accelerate change.
Decision-makers respond to different
tactics—some to data-driven argu-
ments, others to employee pressure, and
some to external reputational concerns.
Frame your advocacy in a way that
aligns with their priorities, and always
come prepared with solutions, not just
problems.

Practice Persistence: Change rarely
happens overnight, and setbacks are
inevitable. Stay grounded by keeping
clear priorities, gathering strong data,
and remaining adaptable. Regularly
take a step back to assess your progress,
refine your approach, and ensure your
company isn’t leading you in circles wit-
hout real action. The ability to stay the
course while adjusting tactics is crucial
for long-term success.

Build a Broader Support Network:
Beyond your immediate team, a larger
network of supporters, inside and outsi-
de the company, can provide additional
strength and stability. Engage with in-
dustry groups, advocacy organizations,
and professional networks that share
your goals. A movement that extends
beyond your company creates accoun-
tability, making it harder for leadership
to ignore your efforts.

Take Care of Yourself: Balancing a de-
manding tech job with activism can be
exhausting. While driving change is re-
warding, burnout is real. Make sure to
set boundaries, find time to recharge,
and seek support when needed. Sus-
tainable activism requires sustainable
activists: your well-being is just as im-
portant as the cause you're fighting for.

The fight for a sustainable future is not
just happening in government negotia-
tions or activist protests; it is happening
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right inside the offices of the world’s
biggest tech giants. And it is being led
by tech workers who act in line with
their values. By building a strong team,
understanding corporate power struc-
tures, and maintaining persistence, by
becoming an employee activist, you
can help shape a more responsible and
forward-thinking industry.
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By: Filip Karkalasev
Editor 1/O Vivat
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n the early 20th century, as Eu-
rope buzzed with the promise of
technological advancement, two
brothers embarked on a journey
that would change the world fo-
rever. The story of Wilbur and
Orville Wright is one of relentless
innovation, fueled by the principles
of iterative design - an approach that
modern computer scientists and engi-
neers might recognize as akin to agile
development methodologies such as
Scrum.

The Wright brothers’ journey began
with a simple childhood observation:
when you stick your hand out of a mo-
ving car’s window and tilt it, the air
pushes it up or down. This basic inter-
action with aerodynamics sparked a re-
volutionary idea. By altering the angle
of surfaces in the airstream, one could
control flight. With this foundational
concept in mind, the Wright brothers
set out in 1899 to create a controllable
flying machine.

1900 Glider

The first significant prototype in their
quest was the 1900 glider. The brothers
understood that controlling the aircraft
would be the most challenging pro-
blem. While the principles of lift and
propulsion were somewhat understood,
control was largely unexplored. Their
glider featured a horizontal elevator, or
canard, positioned in front of the wings.
This unique design aimed to maintain
the glider’s center of pressure at its cen-

ter of gravity, crucial for stable flight.
The elevator could tilt to control ascent
and descent, providing a rudimentary
but effective mechanism for aerodyna-
mic control.

1901 Glider

Despite their innovative design, the
1900 glider fell short of expectations. It
provided less lift than anticipated. De-
termined to improve, the Wrights re-
turned to Kitty Hawk, the town where
the brothers tested flights with their
first glider, with a larger glider in 1901,
boasting a 7-meter wingspan. However,
this too underperformed, achieving

Wright Brothers’ Aircraft

only one-third of the expected lift. This
setback did not deter them; instead, it
spurred further experimentation.

1902 Glider

The brothers’ willingness to challenge
established norms and their commit-
ment to empirical research set them
apart. Initially, the brothers performed
a literature study to find out the state of
aeronautical knowledge, reading about
the works of famous scientists and en-
gineers at their time. For example, there
was a lift equation that had been trus-
ted for a century. However, their own
experiments revealed many accepted

Glenn
Research
Center

Figure 1: Prototypes of different gliders of the Wright brothers.
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theories were incorrect. So, to solve the
problems they were facing, of which air-
craft control was the most crucial and
hardest, they had to come up with their
own theories. One of the mechanisms
they developed was their patented
‘wing-warping’ mechanism for control
in roll (rotation around the front-to-
back axis), which involved twisting the
wings, literally twisting them, like how
the wings of a bird are twisted:

Warped Wing

They also tackled the issue of adverse
yaw - where the nose moved oppositely
during turns - by adding movable tails.
All these modifications allowed for bet-
ter stability and control during flight.
With these mechanisms in place, in
1902, they introduced a new glider with
a 10-meter wingspan, capable of con-
trolled glides up to 90 meters.

The Leap to Powered Flight

1903 Flyer: The ultimate goal was po-

wered flight. To achieve this, the Wright
brothers needed propellers and a mo-
tor. Without an existing mathematical
framework for propellers in aviation,
they built a wind tunnel to develop
their own theories. When they could
not find a manufacturer to produce a
suitable motor, they created one them-
selves. These efforts culminated in the
1903 Flyer, which on December 17,
1903, achieved the first powered flight,
covering 36 meters in 12 seconds. This
monumental event marked the birth of
aviation.

A Legacy of lterative Design

The Wright brothers’ meticulous testing
and data-driven approach highlight
their remarkable ingenuity as both sci-
entists and engineers. They demonstra-
ted that through iterative prototyping
- building, testing, failing, and refining
- extraordinary breakthroughs are pos-
sible. This process, fundamental to their
success, is a principle that resonates
profoundly in today’s era of rapid tech-
nological innovation.

Fast forward to the present, where
technology pervades every aspect of
our lives, the iterative process remains
crucial. Einstein modestly said, “It’s not
that 'm so smart, it’s just that I stay with
problems longer”, a quote with an un-
derlying gravitas, ever crucial in the fast-
paced, immediately rewarding world of
today. It touches on the fundamental
idea that it is iterative persistence that

Figure 2: Footage of Wright brothers’ first successful flight.
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drives the continuous improvement of
prototypes, leading to world-changing
inventions that push humanity forward,
unite us globally, and make the see-
mingly impossible possible.

Costs of flying

The Wright Flyer cost the bro-
thers Lless than $1,000 (about
$28,000 in today's dollars) to
construct, which they earned
through profits from their bicycle
business (Wikipedia).
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ne of the best-known tra-
ditions of Inter-Actief is
the Symposium, which is
held annually on a speci-
fic topic within the wide
field of Computer Science.
The Symposium attempts
to provide students with detailed in-
formation on a specific topic and in-
troduce them to companies that are
active in the same. This event provides
an excellent overview of the various
career paths in the sector.

Throughout the day, there are a num-
ber of speakers who talk about subjects
relating to the chosen theme, giving
students a chance to study the field in
detail. In between talks, students get a
chance to meet professionals from the
field in one-on-one sessions, discove-
ring what they do and learning about
careers in the industry.

This year, the Symposium Sentinel was
held on the 4th of March right here
on campus. The symposium is themed
around the importance of IT systems in
public safety. The symposium is named
after the noun “sentinel”, meaning a sol-
dier or guard whose job it is to stand and
keep watch, which follows the role that
IT fulfills in the domain of public safety
these days. In our society, IT systems
are almost impossible to take out of the
equation. It is everywhere: the systems
surrounding control rooms, GPS to pin-
point locations of incidents to dispatch
emergency officers as quickly as possi-
ble, or body cams for police to record

incidents and keep them and other peo-
ple safe. All of the given examples are
quite hands-on, but when talking about
public safety, we can also mention the
health, transportation, and banking
domains. In all of the aforementioned
domains, there are IT systems that work
their magic in some way or another to
keep us all safe and our society functi-
oning. The symposium brings together
experts from different sectors and crea-
tes an environment where everyone can
experience depth in a field that they are
interested in.

We have invited speakers from all cor-
ners of the industry. The symposium
started incredibly strong with two in-
siders from Team High Tech Crime
(THTC). The talk showed us how they
seized several big botnets, such as Ice-
dID, Smokeloader, Bumblebee, and
Pikabot, from their operation called
Endgame. These botnets are malicious
software that installs malware on target-
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ed systems. After a botnet gets seized,
Endgame tries to persuade the crimi-
nals to give themselves in or help them
find any higher-ups in those criminal
organizations. Additionally, they have
an open Telegram chat where people
can send in any tips or hints. Occasio-
nally, competing botnet admins reveal
other botnet admins in those chats, but
if it is not a tip, it is most likely a cat GIE

The second talk of the day was given
by Maurice van Keulen and Shreyasi
Pathak about their research on using
Al in practice to predict breast cancer.
Shreyasi started off by telling us about
the difference between petri-dish Al
versus reality-centric Al The main fo-
cus of Maurice, Shreyasi, and their team
was to develop a model that could pre-
dict breast cancer and that could also be
used in real-life situations. To develop
such a model, they needed to use real-
life data from the hospitals. Of course,
this is extremely sensitive data, so the

team developed a special model-to-data
system in which they brought the mo-
del to the sensitive data so that the data
never had to leave the hospital. Another
important feature of a real-life model
is that it needs to be explainable since
else it is harder to use in real life. All of
these constraints make it quite difficult
to build a model that is trusted by eve-
ryone to give them medical advice, but
Shreyasi said they were well underway
in building a reliable model. The spea-
kers ended their talk by saying that this
is still an ongoing project, so anyone
who wants to do their research project
or thesis for them is very welcome to.

The following talk was held by Ruben
Groot Roessink, one very familiar with
Inter-Actief, and, if not more, with cy-
bersecurity. Using his expertise, he sho-
wed us the current status of cybersecu-
rity in operational technology (OT). OT
covers various parts of important phy-
sical infrastructure, including valves,
pumps, control systems, and sensors.
These solutions can be used in power
plants, water purification systems, and
more. The cybersecurity in these sys-
tems, however, is often quite primitive.
This is quite interesting, as you would
expect such critical infrastructure to
have robust security, be it physical or
cyber. The reason for this is that new
equipment and infrastructure are very
expensive. Besides that, they already
work. Ruben further showed us some
examples of OT attacks that have hap-
pened in the past and luckily through
these experiences, a worldwide trend is
developing such that OT will be more
cyber-safe in the future.

Ruben was followed by another well-
known Inter-Actief alumnus, Jotte Son-
neveld. Jotte currently works at Eye
Security, who focus on the cyberse-
curity of small to medium businesses.

He presented the current digital threat
landscape in cybersecurity. predomi-
nantly, there are three types of threats in
cyber: Espionage, financial motivation,
and hacktivism. For businesses, finan-
cially motivated hackers are primary
targets to defend against. Jotte further
discussed common methods by which
hackers get access to systems. Current
cybersecurity methods are so sophis-
ticated now that the real bottleneck is
people themselves. Social engineering
methods such as phishing and fake
CAPTCHA are the main methods for
gaining access to systems and installing
ransomware. Jotte’s take-home message
is that the most crucial improvement
you can apply in your cybersecurity is
monitoring.

The last talk was given by Anouk Veld-
huis and Daniélle Ekkel from the Al
Lab, which is a collaboration between
the MST and ZGT. The AI Lab uses
data gathered from the hospital, like
appointment data, to improve care and
make care more accessible for everyone.
One example they gave in their talk
was the analysis of appointment data
to predict whether someone would be a
no-show and remind people of their ap-
pointment based on whether they had a
high chance of being a no-show. Studies
showed that this resulted in a significant
reduction in the number of no-shows,
which meant that doctors could use
their time a lot more productively in-
stead of waiting for patients who were
never going to show up. The talk ended
with a few very interesting statements
about AI and their use in practice in
which we were encouraged to partici-
pate in the discussion. It was nice to end
the day with a talk in which we could
hear everyone’s opinions on the use of
AT and was definitely an eye-opener for
some of us.
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We as the Symposium Committee look
back on the symposium as a succes-
sful and very educational day and we
hope everyone who attended had just as
much fun as we had.
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The Double Hop Problem

By: Ruben Groot Roessink

Editor 1/0 Vivat

nterprise environments world-
wide rely heavily on Micro-
soft’s Active Directory (AD). In
simple terms, Active Directory
provides central server(s) that
contain a database of all user
and computer objects within a
domain. This enables centralized ma-
nagement and provisioning of users.
For example, it allows you to log in
using your domain credentials on a
flex working computer that you’ve ne-
ver used before.

The latest versions of Active Directory
utilize the Kerberos protocol (MIT,
1989), of which Microsoft implemented
its own version. Battle-tested and exten-
sively analyzed, the original Kerberos
protocol provides secure mechanisms
for authenticating to other services in
a network after a user has been initially
authenticated within the domain.

The Kerberos protocol is actually quite
simple (for the dedicated reader, you
find more information about the proto-
col at [1], which is out of scope for this
article).

The first two steps are performed
whenever a user logs into their compu-
ter using username and password:

1. A Ticket-Granting Ticket (TGT)
is requested from the Kerberos Do-
main Controller (KDC). A new
TGT is also requested if the previ-
ous one expires (usually every 10
hours, but with a maximum of 10

years in Microsoft’s implementation).

2. A TGT is returned by the KDC after
several security checks.

Later, the user might want to use an in-
ternal web application, for instance, to
register their hours. To provide a seam-
less user experience, authentication to
the internal web application is also per-
formed using Kerberos:

3. The user contacts the KDC again
to request a Ticket-Granting Service
(TGS) ticket for the web application,
supplying his TGT in the process.

4. A TGS is returned by the KDC
after performing several checks.

5. The user then uses his TGS to authen-
ticate to the web application (referred to
as the ‘Resource Server’ in the image).

@ Request TGT

6. The Resource Server either accepts or
denies the request based on the user’s
permissions, and further communica-
tion between the user and the web ap-
plication proceeds.

It is also noteworthy that a server in
Microsoft’s Kerberos implementation
exposes several services to users, inclu-
ding:

- CIFS (Common Internet File System)
service provides users access to the file
system of a Windows server.

- HOST service grants users access to
Scheduled Tasks on Windows servers.

- MSSQL service gives access to data-
base service.

While the original Kerberos protocol

provides secure authentication me-
chanisms, attack paths within a Ker-

Windows

> Domain Controller

© TGT + Session Key

o Request Ticket + Auth

o Ticket + Session Key

e Server

Authentication

e Request Service + Auth

KDC =AS + TGS

Resource
Server

Figure 1: Kerberos Authentication Protocol.
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beros-enabled are still possible. For
instance, in Microsoft Active Directory
environments attackers can steal TGTs
and TGSs from other users, either from
memory (in Windows) or from files (in
Linux, which can also be joined to the
Microsoft Active Directory). These sto-
len tickets can then be abused by a ma-
licious actor to authenticate to different
services in the network, impersonating
other users.

Double Hop

The Double-Hop problem arises from
the practical need for users to have
their authentication seamlessly usable
across multiple connections. A com-
mon example is a user authenticating
to a web application that, in turn, needs
to authenticate to a database on another
machine, using previously provided
credentials, to access only services that
that user is authorized to access. For
example, a user should only be able to
request their own previous timesheets,
not those of other users.

Unconstrained Delegation (UD)

Microsoft initially proposed UD in
2000 as a solution to the Double-Hop
problem. When a service is enabled for
UD, the frontend service (application
tier) can act on behalf of a user to the
backend service (data tier). To achieve
this, the user requests an additional
“Forwardable” TGT from the KDC,
which it then sends to the frontend ser-
vice along with its other authentication
requests. The frontend service, in turn,
uses this Forwardable TGT to request a
TGS for authentication to the data tier.

However, this implementation has sig-
nificant drawbacks because UD pla-
ces no restrictions on the Forwardable
TGT. Consequently, instead of being li-
mited to authenticating to the data tier,
the application tier can authenticate to
any service in the domain. Attackers
can exploit this by compromising a sys-

tem with UD enabled and then waiting
for (or tricking) highly privileged users
into connecting to it. This allows at-
tackers to use the Forwardable TGT to
move laterally from the frontend service
to critical servers in the domain, depen-
ding on the permissions of the user that
connected to the frontend service.

Constrained Delegation (CD)

CD, introduced in 2003, was designed
to address the vulnerabilities of UD. It
limits the scope of the delegation by ex-
plicitly specifying in the domain which
specific services the frontend service is
allowed to delegate to (e.g., the MSSQL
service on the data tier server). Since
this functionality is not natively suppor-
ted by the original Kerberos protocol,
Microsoft implemented two extensions:
S$4U2Self and S4U2Proxy.

The frontend service first uses S4U2Self
to request a TGS as any user to itself
from the KDC. Then, still impersona-
ting the user, it uses this TGS along with
S4U2Proxy to request a TGS specifi-
cally for the backend service. While this
represents a significant improvement
over UD, certain attack paths from the
frontend service to the backend service
remain viable. This is primarily due to
two factors:

A compromised frontend service can
request the two TGSs as any user in the
domain, including highly privileged
accounts like Domain Administrators
(DA).

The Service Principal Name (SPN) of
the target service is not encrypted wit-
hin the requested TGT. This potentially
allows attackers to specify any service
on the target machine.

For instance, if the frontend service is
compromised, it can request a TGS as
the DA and authenticate to the CIFS
service instead of MSSQL on the data
tier. This would grant the attacker or

Client Application Data

Tier 1st Hop

Tier

2nd Hop Tier

Figure 2: Double Hop
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malicious user the ability to read and
modify any file on the Windows server
hosting the data tier.

Resource-based Constrained Delega-
tion (RBCD)

Typically, only highly privileged users
such as Domain Administrators can
enable (Un)constrained Delegation. To
delegate these privileges more granular-
ly, Microsoft introduced RBCD in 2012.
In this mode, instead of registering the
backend service on the frontend service
object, the frontend service is specified
on the backend service object within
the domain. The frontend still utilizes
S4U28Self and S4U2Proxy to authen-
ticate as a user to the backend service.
However, a similar attack path to CD
works for RBCD as well.

Conclusion

Although delegation attacks require
significant initial compromise to be
exploitable, they represent a potential
threat that system administrators must
be aware of. These attacks can create at-
tack paths within an Active Directory
environment that are not immediately
obvious. Over the years, Microsoft has
proposed various solutions to the Dou-
ble-Hop problem, each addressing the
issue to varying degrees while simulta-
neously introducing new risks and at-
tack paths.

Active Directory has been under con-
tinuous development for a quarter of a
century. While many security conside-
rations adopted by Microsoft in the past
are now outdated and no longer consi-
dered secure on a theoretical level (e.g.,
MD4, RC4), it's understandable that
Microsoft cannot simply issue a com-
prehensive software upgrade to every
Active Directory environment worldwi-
de due to backwards compatibility con-
cerns. It is not in Microsoft’s business
interests to potentially disrupt the en-
vironments of entire corporations. The
viable path to secure Active Directory
environments is for Microsoft’s clients
to invest adequately in prevention and
security monitoring.
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rom October 1st, the Faculty of
Electrical Engineering, Mathe-
matics and Computer Science
has a new dean: Boudewijn Ha-
verkort. Although he has wor-
ked hard as a Dean at Tilburg
University, Haverkort is not new
to our faculty. He has been active at
the Department of Computer Science
for many years before leaving in 2018
for a position at Tilburg University.

Introduction

My name is Boudewijn Haverkort, 'm
the new dean of the faculty for Elec-
trical Engineering, Mathematics and
Computer Science. I'm a computer sci-
entist by training and I have worked at
various universities in the Netherlands
and also in Germany. 'm married and
I'm a father to a daughter and a son.
Both of which are former students, one
of this university and one of a music arts
school.

I studied Computer Science here in
Twente starting in 1982, the second
year of the study programme of Com-
puter Science. I belonged to the second
generation. The first generation had
17 students or so, and the second had
175. At that time there was no separa-
tion between the bachelors and masters.
You just had the engineering degree and
subsequently, I received my PhD here as
well in 1991.

If you look at my LinkedIn, you'll see
that I am fascinated by technology, but

van Laar, Daan van Kats
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inspired by the arts. So I'm really inte-
rested in art, especially modern art, li-
terature, modern music and I'm an ac-
tive sportsman. I run, swim and cycle,
so I do mini triathlons. And I like a lot
of walking, just the great outdoors with
my dog or with my family.

I have a very broad interest. If you would
look at my publications, you'll see that
I've done things related to electrical en-
gineering and computer and commu-
nication system design, but I have also
worked on data science and decision
support, things that mathematicians do.
What interests me most is actually the
fact that we as faculty are working on
systems (hardware and software) that
really make a difference in the outside
world. The systems that we work on re-
ally have changed the way cars are being
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driven, manufactured and shipped, ad-
ministrative processes, etc. That's what
interests me most. It’s the impact that
we make with computer equipment,
programming hardware, decision sup-
port, Al and so on.

Responsibilities of a Dean

In essence, the dean is the chairman
of the board of the faculty. The board
consists of four people. The vice dean
of education is responsible for the edu-
cational programmes. The vice dean for
research is responsible for the research
and there is also the managing director
for the operational tasks. The job of the
dean is to bring all these branches toge-
ther. 'm involved in all of these things,
and in the end, my voice is important in
the decision-making.

What I am trying to do is to bring a cer-
tain spirit to the faculty about how we
approach things. To me, that means, for
instance, that I'm very focused on col-
laboration within the faculty, but also
with the other faculties and with the
outside world. I think we should be in-
spired by real world challenges such as
climate change, healthcare and poverty.
We can use the technologies available in
our faculty, in order to help approach
these challenges.

A dean needs to be good at listening,
being quiet, balanced, and they must
know when to make the exception.
They should try to bring peace and qui-
etness within the faculty. There are a
lot of things happening around us and
within the university. It's important to
be aware of that, but it’s also important
to keep the final goal that you have in
mind and not be distracted too easily.
You need to focus on the long term goal
and for the faculty that is educating the
next generation of students such that
they learn the things that bring them
further in society and in such a way that
they contribute to society.

Current and Future Goals

For the current academic year I'm wor-
king on continuing to do the things
that we are already doing well. That is
an important point but that is only until
the summer. I also want to have conver-
sations within the faculty about other
things that we can do and also be a little
critical to ourselves. What are we doing
within the faculty and certain study
programmes? Are they still fit for pur-
pose? Are there other opportunities for
new study programmes? Are there op-
portunities for our programmes, or in
connection with other faculties?

You'll probably know that the university
has selected a number of impact do-
mains, climate, chip technology, health
and safety & security. We, the board,
want to make it clearer what everyone
is doing in relation to these impact do-
mains. In the end, I think it's good that
in the course of next year we have a
stronger pronounced vision of where
we want to head to with our faculty.

It is also incredibly important to look
further into the future. If you stop inno-
vating, you sort of become less relevant.
We do a lot of things, topic-wise, very

well, but I think adding a little bit of this
energy towards innovation of ourselves
and our organisation is what is needed
in order to remain relevant as a faculty
and as a university. So I have that ambi-
tion for our faculty, but also for the uni-
versity as a whole. Our university, like
most universities in the Netherlands,
has to look carefully at how we've been
working, and what our priorities should
be, since budget cuts are threatening. So
we have to know better than we know
now explicitly where we want to head
to.

Collaboration with Study Associations

I do know all the study associations by
name. I actually visited the building
where some of the study associations are
housed, and I walked in there during a
lunch break and I had a chat with some-
one I don't recall their name. They said:
“Well, it’s great that you're here, we do
not often see a dean over here” I think
study associations are very important
because they bring comfort to students.
They form a home for students, a mixed
student population, so that is very im-
portant. What I did in Tilburg, I had at
least once or twice a year a conversation
over lunch with the chairpersons of the
study associations to hear how they
were doing, what they would need, or
how we could help or how they could
collaborate. That is something that I
think I will do here as well.

During my own studies, I was a mem-
ber of Inter-Actief and I was one of the
founders of the alumni association ENI-
AC. T also guided one the first Japan trip
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of Inter-Actief in the early 1990s and
that was a great experience, so I have
good memories of my own study asso-
ciation. They play an important role.

Differences between Enschede and
Tilburg

My current position here compared
to the one in Tilburg is similar. There
were six deans in my old university;
here there are only five. The school (an
equivalent term for a faculty at Tilburg
University, red.) was a little bit smaller
in staff but bigger in terms of student
numbers. The topics were different as
well. Its much more technical here, in
Tilburg it was much more society orien-
ted, although with a firm connection
to data science and Al, the technical
part came in, therefore it’s relatively
comparable. However I think the orga-
nisations do differ. The way things are
organised with procedures, cooperation
procedures, and the processes were dif-
ferent. And that requires some adapta-
tion from my side, or from the side of
the procedures, well see.

The work that I do here, however, does
not differ that much to what I did in Til-
burg. When I went to Tilburg, I thought
it would be really challenging to deal
with the philosophers in the philosophy
department or with the scientists in the
culture studies department, but that
turned out to be not so challenging at
all. Of course you have challenges, but
what are these people doing? They are
doing great scientific stuff and they
want to teach, but their real concern is,
how do we get enough students? Where
is the funding for the research? How do
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we connect to the outside world? Can
we have partners in the outside world?,
and so on. And that is similar here for
computer scientists or for electrical en-
gineers or biomedical engineers regar-
dless.

So the problems are similar within the
faculty, though there is a difference in
how problems are approached. There
is a difference, very, very broadly spea-
king, between social scientists and engi-
neers. At this university we have more
of the engineering mentality, which is
intrinsically more constructive. Most
of the people here want to build some-
thing when they have a problem. They
see a problem, it can be technical or in
the outside world, and then they start
thinking about a solution. Social scien-
tists have a different approach, and this
was reflected in the motto of Tilburg
University: “Understanding Society”.
The goal is to analyse what is going on
and try to understand it and to explain
it. There is not so much emphasis on the
constructive part of solving a problem.

What I like a lot here in Enschede is
the campus and this constructive or en-
trepreneurial spirit. It’s also something
that you see a lot. There is this building
across the street where all the student
teams are. If you walk in there, there is
so much energy and so much ambition
and that is just great, it really makes me

happy.

Accomplishes in Tilburg

In Tilburg, we managed to build con-
nections between the very different de-
partments. There were six departments

in the school on really, very different
topics such as, philosophy, culture stu-
dies, Al and data science and commu-
nication and information studies. We
established connections by providing
seed grants for research cooperations
across boundaries.

I'm also very proud of the student num-
ber increase. We went from 2000 to
3000 students in a couple of years. That
is, of course, not just my contribution,
but it happened and we accommodated
it, we did grow a lot.

As part of the strategy of the university,
I also worked on two large projects, one
was called ENGAGE. Its a European
university alliance similar to ECIU. We
made a European wide virtual campus
between nine universities across Euro-
pe, with European funding, so that stu-
dents of these universities all have the
opportunity to have a European expe-
rience, be it by visiting another univer-
sity or by doing an international class
or course, together with students from
the other universities, so-called virtual
mobility. The other project was that I
established a new strategic programme
called Digital Sciences for Society in
which scientists from across the uni-
versities could collaborate on “digital
topics,” such as data science or Al, in
connection with their topic of origin,
for instance, law or behavioural scien-
ces. I think that this programme really
gave a boost to digitalisation and use of
AT within the university as a whole.
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Advice to Students

If I could go back to my own university
days I think I would be a more active
student now. I was an okay student,
very active in my student dorm, and
was very active in sports, but I was less
involved in organisational stuff related
to the study and study association. For
example, I was never a member of the
Faculty Council, which I was later as a
staff member. If I could go back I would
be more active in that part as well.

My advice to the students is to grasp the
opportunities.
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ast October, the Education
Committee organized the week
of education. The Week of Edu-
cation is a yearly event hosted
by the Education Committee to
highlight the educational part
Of Inter-Actief. This year we or-
ganized three activities:

Cafe IT is an activity that we host mul-
tiple times a year. It is always a drink,
and around 18:00, alumni come to give
a short talk about their experiences and
how they use their studies during their
current occupation. This year, Marléne
Verburg and Teun Metz gave a lovely
speech about their experience working
at OrangeSpot.

Similar to last year, we also organized
a pizza workshop for the week of edu-
cation. During the pizza workshop, a
lot of students attended to create their
pizza from scratch and bake it in our
pizza oven together with teachers. We
also brought a lot of board games for
everyone to play together.

Unique to this year, we organized the
Education Bounce activity, for which
we got two huge bouncy castles and all
had fun jumping around in nice sunny
weather. This event concluded this year’s
Week of Education as a big success.

Besides fun activities, there must also
be some studying, and the Education
Committee knows that. That is why we
organize study evenings several times
every module. These evenings provide
a nice working environment, ideal for
getting things done. Whether studying
for the never-ending exams or working
on one of your projects, our study eve-
nings have got you covered.
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They are usually held in SmartXP or
Westzaal in the Zilverling building.
These evenings are more than just pro-
ductive - they are also enjoyable. With
free snacks and drinks to keep you
energized, you can focus on your work
while taking the occasional break to re-
lax with your fellow students. You can
also order food via Inter-Actief so that
you don't have to make dinner yourself
while you want to prepare for an exam.

In the past, teaching assistants were
present to answer your questions, but
unfortunately, due to the university’s
ongoing financial challenges, this sup-
port is no longer available. Despite this
change, these evenings remain valuable
for students; older-year students who
are present are often willing to help as
well.

This brings us to a pressing issue: the
impact of the university’s financial situ-
ation on our education. From the lack of
teaching assistants to other consequen-
ces, this topic is worth exploring further
in this article.

Because of the financial situation at the
university, quite a bit of student jobs
have been vanishing or will employ fe-
wer and fewer students, one of which is
the teaching assistants (TAs).

Due to the budget cuts, fewer teaching
assistants were employed, which was
especially noticeable in Module 1. Here
the amount of TAs hired compared to
last year was reduced by 20%, howe-
ver, of the TAs hired 50% worked more
hours than they were contracted for.
While they did get overtime compen-
sation, the sudden increase in workload
caused TAs to struggle with following
their study program. With all this the

402 <& /119

1/O VIVAT

university wants our program to redu-
ce our TAs to half of our original TAs,
which will have an even worse effect on
those hired.

Our situation is still comparatively bet-
ter than other faculties because some
studies do not have any TAs anymore
and use teachers or PhD students in-
stead. This is less than ideal because
their skill sets could be used better,
for example by preparing lectures and
exams. This will only lower the quality
of education and increase the workload
of the teachers.

Cutting the budget on student jobs and
teaching assistants has certainly affec-
ted both students and teachers, creating
challenges in maintaining the quality
of education and balancing workloads.
While these issues require us to adapt
and come up with solutions, there is
some relief in knowing that the univer-
sity does not plan further budget cuts
on education. By working together and
giving feedback, we can do our best to
mitigate the effects of these challenges
and continue to uphold the quality of
education.
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ES! You've done it—you fini-
shed your Bachelor’s or Mas-
ter’s at the University (of Twen-
te). The whole wide world is
now open for you to conquer.
But after spending so many
hours in study halls, drinking
rooms, and the sports canteen, you
may have forgotten what it’s like to
work in the real world. This article is
mostly a personal anecdote, sharing
my experiences after graduation from
my point of view. You might not agree
with everything mentioned, but that’s
okay—you don’t always have to agree
with everyone and everything.

Are you close to graduating? Have you
already thought about what you’ll do af-
ter receiving your degree? It might even
say cum laude or summa cum laude.
Most people have a good plan, but if
you didn’t secure a job offer during your
thesis, a few common scenarios often
occur.

Holiday

Ah, the post-graduation holiday—a
well-deserved break after years of dead-
lines, exams, and academic pressure.
This was my first step as well. Whether
it’s backpacking through Southeast Asia,
a European road trip with your closest
friends, or simply relaxing on the couch
with Netflix marathons, this time is all
about recharging and reflecting.

But beware! For some, the holiday turns
into more than just a temporary escape.

AN A

>

Post-Graduation Hole

It can stretch into a long period of inde-
cision as you start to enjoy the freedom
a bit too much. You might find yourself
wondering, “Do I really need to start
working now, or can I prolong this a lit-
tle longer?”

Job Market

The reality of the job market often feels
like a cold shower. After years of wor-
king, stressing, and honing your exper-
tise, you discover that the world is filled
with others just as qualified—or even
more so. Suddenly, job postings deman-
ding “3-5 years of experience” for entry-
level positions flood your feed. And you
ask yourself, “Where was I supposed to
get that experience while studying full-
time?”
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Navigating the job market requires pati-
ence and resilience. It’s important to re-
search your field thoroughly: What are
the current trends? Which skills are in
high demand? This stage is about mar-
keting yourself. Your diploma is a good
starting point, but proving your worth
beyond that piece of paper is essential.

First, look at vacancies that genuinely
interest you—jobs that seem like so-
mething youd enjoy in the long term.
If you don’t enjoy your work, it will
become a burden, and you might find
yourself unhappy in your role.

During your search on the job market,
please also have time to work on side
projects that you left on the shelf due to
your thesis. These projects can help you
to stay sharp and might even help you

later in the process. Maybe you thought
of creating an application and want to
use a new programming language just
to have something to do besides the
endless scrolls online. So my personal
tip here is have some fun while digging
through the thousands of vacancies be-
cause otherwise you will be doomscrol-
ling the internet.

Job Application

If the job market is an ocean, the job
application process is learning to swim
in rough waters. Tailoring your CV,
crafting personalized cover letters, and
keeping up with online applications can
feel like a job in itself. You'll quickly dis-
cover that not every company responds
to applications, and rejection emails
might pile up.

However, every application is a lear-
ning opportunity. As you refine your
approach, you’ll learn how to highlight
what makes you unique. Leverage skills
you've built during your studies—pro-
ject management, teamwork, or niche
technical abilities you may have over-
looked.

Don’t underestimate the power of net-
working; sometimes, it's not what you
know but who you know that lands you
the interview. For me, it was both amu-
sing and overwhelming to see recruiters
flood my inbox after I added #Open-
ToWork on LinkedIn, it felt like fishes
going to find bait in the big ocean which
is called the job market. However, many
job offers were in Amsterdam or other
big cities, with salaries that would not
cover rent in these big cities.

A tip that worked for me: create a clear,
detailed spreadsheet to track job appli-
cations. Include the job title, descrip-
tion, proposed salary, hours per week,
location, and the vacancy URL. This
helped me stay organized and see how
long companies took to respond (which
was sometimes shockingly long).

You might also find that some jobs re-
quire 2-3 years of experience. Don't
hesitate to apply anyway—you have no-
thing to lose, though you may receive
more rejection emails. And don't let
the rejections like “We had too many
applicants and proceeded with a select
group” or “We see you have relevant ex-
perience, but...” discourage you. Even-

tually, you'll get that positive response
and move on to the next phase.

Interviews

You've reached the interview stage! This
is where the real test begins. Whether
it’s a casual coffee chat or a formal panel
interview, this is your moment to shine.

Interviews can be nerve-wracking.
What if you blank on a question? What
if you oversell or undersell yourself?
Preparation is key. Research the com-
pany, practice common questions, and
have stories ready that demonstrate
your skills and achievements. Remem-
ber, interviews are as much about you
evaluating the company as them evalu-
ating you.

At the time of writing, I'm in the in-
terview stage myself. Normally, I find
conversations easy and enjoy talking,
but interviews are a different kind of
conversation. For example, during one
interview, I was surprised to hear, “We
almost didn't invite you because your
photo looked too formal” It seems that
having a formal CV photo isn’t always
the best approach!

Be prepared for common questions like:
“Why should we choose you over other
candidates?”, “What are your strengths
and weaknesses?”, and “Why do you
want to work here?” Preparation is key
and can help you a lot when you easily
get stressed of interviews.

Working Part of Society

Finally, you've landed your first job.
Welcome to the 9-to-5 grind—or per-
haps something more flexible, if you're
lucky. Transitioning from student life
to working life can be a culture shock.
Suddenly, your days revolve around
meetings, deadlines, and office politics.

But being part of the workforce is also
incredibly rewarding. You’ll meet new
people, learn new skills, and see the
tangible impact of your work. This new
chapter has its own challenges and re-
wards. Independence and financial sta-
bility are liberating, but don’t forget to
take care of yourself. Burnout is real, so
maintaining a healthy work-life balance
is crucial.

Personally, I hope to appreciate the job

102 & /121

1/O VIVAT

I'land and enjoy the work I do. After all,
enjoying your job is the most impor-
tant, besides having some money to pay
off your student debts.
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