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Dear reader,

In front of you is the new I/O Vivat, the association magazine of I.C.T.S.V. Inter-
Actief, and the magazine that we gladly share with our alumni through alumni 
association ENIAC. We can only wonder what it feels like to receive a surprise I/O 
Vivat on your doormat, as we are the ones that send it, kind of ruining the surprise 
for us, but we hope it has been a pleasant one after all this time. As you may know, 
the past few years have been… weird. However, it is not just that. Creating a maga-
zine is harder than you think.

It starts with finding the right content: who will write something and what will 
they write? An idea is born, but an idea is merely that: an idea, in your head. For an 
article, it seems convenient to have something on paper, so you start writing. You 
finish writing. A review. A second review. Fitting it all together, waiting for a late 
submission, contacting partners, etcetera. The timing is especially crucial because 
if something is not ready it will hold up all the other items, if you decide to publish 
you will be short on pages, and if you postpone some items may become irrelevant. 
Creating a magazine is like cooking: if you do not make sure the ingredients are 
ready at the same time, there is no meal.

As we write this, we have both been chefs in this kitchen for longer than we had 
ever expected. Niels even already started his first activism at the association at 
the I/O Vivat in 2017. The thing is that after a while in the kitchen, cooking the 
same food as always is no longer as fun. You get stuck in a pattern. You can be 
demotivated by those hungry for more, while your appetite is fulfilled. The best 
option at that point is to take off your apron and hand it to someone else, which is 
exactly what both of us will be doing after this issue of the I/O Vivat. Fortunately, 
the apron will be worn by two new chefs who will be cooking up something rather 
nice rather soon. We wish them all the best in their efforts!

It has been an honor to shape this magazine, in one way or another, over the past 
few years. We hope it has provided you with ample knowledge and entertainment, 
and we genuinely hope that the work we put into this magazine has been worth 
your reading every time again.

Thank you, and until we meet again,

Emma Sloot 
Chief Editor I/O Vivat

Niels de Groot 
Executive Editor I/O Vivat

//Editorial
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Puzzle
• The puzzle is to maximize the score of a single player game of Scrabble (Wordfeud)
• Unlimited amount of letters 
• You can start everywhere, but every word after the first needs to be connected
• Only allowed to play each unique word once
• Boards are in 25 different sizes of (6x6, .., 30x30), this results in n=6,7,..,30
• A triple word score tile is located on each of the tiles where the row and the column index are a multiple of 

5. (e.g. 0,0; 0,5; 0,10; 5,0; 5,5; 5,10 etc)
• The value of a letter is its index in the alphabet modulo 10 (e.g. a=0,b=1,c=2,..,z=5)
• The list of allowed words contains both Dutch and English words and can be downloaded from the website

Scoring
Scoring happens by grading the solution for each n and combining these in a single score.

For each of the 25 values of n, you will get a subscore between 0 and 1. The subscore is calculated by dividing 
the best score of any contestant for that n by your best score for that n.

Assume you are the first to submit a solution with a score of 50 for n=5. Since this is the only submission for 
n=5, it is also the best raw score currently submitted for n, resulting in a subscore of 1.0 points.

Another contestant submits a solution for n=5 with a score of 58. Now your subscore is reduced to 0.862 (=50 
/ 58).

Your total score is the sum of all your subscores. This means your total score is between 0 and 25. The goal is 
to maximize your total score. Note that your total score is not fixed! As other people submit solutions your 
total score might drop, so keep an eye on the submission page.

Submitting
For each word on the board you want to submit, specify the row index 
(0-based), column index (0-based), horizontal (H) or vertical (V), and 
the word.

When you place a word that extends another word, you need to play 
the extended word. (e.g. the tile before and after your word should be 
empty or non-existent)

To see the current standing, deadline and to submit your solution, go 
to: https://puzzle.prodrive-technologies.com

3636
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2626
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What does “security en-
gineer” really mean? 
Being a security engi-
neer really varies depen-
ding on what a company 
values and what role 
you’re given.

In most organizations, security engi-
neers have a strong infrastructure focus. 
After all - it’s your IT infrastructure that 
keeps you going, and that’s where your 
attackers get in. If your organization 
focuses on delivering a reliable service 
with a complicated infrastructure with 
lots of moving parts, then there is where 
the complexity lies.

That focus is slightly different in a pure 
product company. Any password mana-
ger for example is “just a glorified key 
value store”. While of course the rea-
lity is a little more complicated, a sig-
nificant amount of complexity lies in 
the workings of the product. You can 
keep your infrastructure conceptually 
simple, and work on the complexity of 
the product. Therefore, my focus as se-
curity engineer skews strongly towards 
product questions. How do I reduce 
the information I know about custo-
mers? How do I keep bad actors out of 
our dependencies? How do I make our 
product more user friendly within the 
existing security principles? 

The thing that unites good security en-
gineers in my opinion are that they are 
the department of YES instead of the 
department of NO that security folks 

usually end up being. Security engi-
neers develop technical solutions - and 
yes, also process solutions - so that all 
engineers can keep building a great pro-
duct or service. 

Why did you move from attack to 
defense?

I enjoyed being an ethical hacker. The-
re’s something incredibly satisfying 
about being able to solve puzzles that 
others didn’t want you to get solved. 
Chaining weaknesses together - tech-
nical weaknesses, process weakness, or 
weakness in human psychology - makes 
for a very diverse job. I can recommend 
it to anyone. 

The thing that got in my way is that I’m 
too much of a big picture guy. Things 
that motivate me is making some diffe-
rence in the lives of everyday people, and 
working for companies that I believe in. 
If you’re a hacker-for-hire, you some-
times do that, and that’s awesome. But 
realistically speaking that is not where 
the bulk in demand is. After I solved a 
bunch of puzzles and showed a custo-
mer the flaws in their security, I never 
stuck around to see the difference that 
made. And moreover, I had too little 
choice in picking what kind of puzzles I 
could be solving, or the amount of time 
I could spend solving them.

The defense side of things is less roman-
tic but much more charming. You get 
to sit down and focus on bigger stories 
- on building better resilience, faster 

processes, and product that is easy and 
safe. It gives me more satisfaction being 
key in protecting your Coolblue logins 
(at my previous job) or in protecting the 
secrets of 1Password users everywhere, 
including friends and family.

Why did you move from Utrecht to 
Toronto... in 2020?

It’s not as bad a timing as it sounds - 
truly! While southern Ontario is not in 
any better state than the Netherlands, 
maintaining social life everywhere 
sucks in a pandemic. So we’re not losing 
any time from that perspective. Outside 
of social life moving in a pandemic is 
not as hard as you might think, if you’re 
one of the lucky ones that has an easy 
time finding employment. Any soci-
ally distanced time can easily be used to 
get settled in a country from a practi-
cal perspective - doing your groceries, 
paying your taxes, understanding local 
government, and understanding diffe-
rences in work culture. Not glamorous 
by any means, but these are not glamo-
rous times irrespective of where you are.

What certainly helps is working for a 
company that has a very strong remote 
working culture. When Covid hit, very 
little changed for 1Password which has 
been a remote company since their 
founding. Having all your internal com-
munication already organized around 
remote work assumptions makes a huge 
difference in way you get into your 
work. I’m personally amazed at how 
truly effective you can be in your work, 

have a lot of flexibility in work-life ba-
lance, and how you can build great stuff, 
while your manager is thousands of ki-
lometers away.  

What makes protecting secrets and 
passwords different from “regular 
data”?

The threat model around secrets and 
passwords is so different from “regular 
data”, that it shifts the focus of where you 
focus your attention a lot. Any password 
manager worth their salt can choose to 
know as little as possible about their 
customers. It’s the same in my situation 
- I absolutely don’t know anything about 
the contents of your vaults, and the only 
things I can learn (with a bunch of ca-
veats) are things I need to know - how 
you pay for your account, and how 
many vaults and users you have. There 
is never any reason for the company to 
need access to your vaults whatsoever, 
and therefore we chose to make oursel-
ves not be able to.

At the same time, the secrets a password 
managers stores are the most person-
ally sensitive information there is. That 
makes me extremely nervous about 
protecting both your vaults when they 
reside encrypted on our servers but also 
all your interactions when you decrypt 
your own passwords client side. Our se-
curity has to be truly end-to-end.

What are some of the bigger problems 
you’re solving? 

A major change the company is under-
going now is that we’re transforming 
from being a consumer only password 
manager to being both a user friendly 
consumer product, as well as a user 
friendly secrets manager for IT infra-
structure. This doesn’t change much 
about the equation of the secrecy of your 
data that needs protection, but it does 
come with new challenges in expectati-
ons about access control, infrastructure 
integrations and event data that brings. 
Since we’re the first password manager 

to make a big move in this area - acqui-
ring a Delft based startup in the process 
- we still have all the problems to solve 
there.

One unique difficulty a password ma-
nager has is keeping up an effective bug 
bounty program. You might expect that 
password managers are a big target for 
security researchers, but that’s only half 
correct. When you build a product that 
has so many layers of defense that you’d 
need custom tools to pry open, that 
becomes a significant barrier of entry. 
Some people cross this barrier of entry, 
but security researchers like most peo-

ple are more inclined towards targets. 
So I find myself in the position that 
I’m writing and publishing security re-
search tools for our own products - just 
so I can have as many eyes as possible 
on our stuff.

An intellectually very exciting problem 
I’m solving has to do with cryptograp-
hic agility. The cryptographic protecti-
ons we have on passwords are great, but 
we can’t expect them to be great forever. 
So we need to make sure our protections 
are agile - so that we can use the latest 
state of the art to protect your data at all 
times. But how do you do that when you 

share vaults with, say, the marketing 
team or your parents? And how do you 
do that when you can’t be sure everyone 
else is running the latest app version? 
How are you eventually getting quan-
tum computer resistant cryptography 
into all that? We think it’s possible, but 
it’s still a work in progress!

I don’t know any of your secrets

“Any pasword manager 
worth their salt can choose 
to know as little as possible”

About Rick
Rick studied Computer Science at 
the University of Twente and In-
formation Security at the former 
Kerckhoffs Institute. He was on the 
31st Inter-Actief board in 2009-
2010, was editor-in-chief for the 
I/O Vivat for a while, and gradu-
ated in 2014. After graduating, he 
joined KPMG where he was an ethi-
cal hacker, before joining Onegini 
where he lead product security. In 
2020 he moved to Toronto, Canada 
where he joined 1Password as a se-
curity engineer. After his adventure 
overseas, he is currently back in The 
Netherlands.

You would not leave your keys dangling around, so why would you  
leave your passwords vulnerable?

//Article

Alumni stories

by: Rick van Galen
Guest editorGuest editor
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Do you remember applying to 
Technical Computer Science? 
If you do not, it is probably 
because there is not much 
to remember. Some mouse 
clicks and on the first of Sep-
tember, you were officially 

a computer science student. Last year, 
students had to put in some more ef-
fort. Why? Because Numerus Fixus has 
(after much effort of the faculty) been 
introduced to the bachelor in Twente.

The change has caused a slight disrup-
tion in the balance of the settled world 
of Technical Computer Science. While 
Technical Computer Science in Eindho-
ven and Delft, and Computing Science 
in Groningen already had a selection, 
Twente was still an open program. Stu-
dents who enter those selection proces-
ses used to use Twente as their backup, 
but this is not the case anymore. Before 
the introduction of Numerus Fixus, I 
discussed with program director Vadim 
Zaytsev what the change would look 
like. This article is a retrospective ana-
lysis of that discussion.

The idea of introducing Numerus Fixus 
was not revolutionary. Computer sci-
ence is a notoriously growing field and 
the number of applications reflects this 
growth. In 2021–2022, the last year be-
fore the introduction of Numerus Fixus, 
418 students started on the first of Sep-
tember. Much was done to support the 
growth, “but there is still a limit on how 
much you can grow without sacrificing 
quality and without sacrificing the per-
sonal touch.” according to Vadim. This 
was the main reason to introduce a li-
mit on the number of new students, to-
gether with the fact that it is preferred 
that Twente is somewhat in sync with 
Eindhoven and Delft. In retrospect, 

only 380 out of the 485 at the entrance 
examination accepted their invitation to 
the program.

To understand the Numerus Fixus, it 
is important to know what it actually 
consists of. A motivation questionnaire 
meant to filter out the unmotivated stu-
dents is the first part of the process for 
new students. The next step for them to 
take is the actual test, consisting of three 
components: logical thinking, mathe-
matical thinking, and algorithmic thin-
king. For the last one, it is important to 
note that it will not contain any actual 
programming questions. The university 
is interested in the students with the 
highest potential, not with the most ex-
perience. The students with the - in the 
eyes of the university - highest potential 
can then claim their place. 

To construct the test, Twente peeked 
over at Eindhoven and Delft. In general, 
a lot of decisions were made by consul-
ting other universities, also including 
Groningen. Still, much thought was put 
into how new students actually should 
be ranked. Maybe you noticed that 
school grades are not included in the 
ranking. No evidence supports the fact 
that high grades make good students, 
Vadim explains. Moreover, grades are 
differently valued in different countries. 
It was thus decided to rank only on test 
results.

The results of the first implementation 
of the Numerus Fixus were satisfacto-
ry, according to a member of the TCS 
Programming Committee. A complete 
website, transparency about the pro-
cess, and a shared email inbox used by 
the candidates were the aspects that 
went well in the communication. For 
examination, proctoring was not able to 

be implemented, but the questions were 
unsolvable by using search or answer 
engines. The split-up between an on-
campus and online examination were 
also deemed okay. All in all, the next 
Numerus Fixus will not undergo any 
major changes next year.

So Numerus Fixus is here and we have 
witnessed the introduction of a new age 
of computer science in Twente. The pro-
cess will most likely be dynamic for the 
next few years. “Maybe we will grow to 
500, 600, or even 1000 students,” accor-
ding to Vadim. For upcoming students, 
Vadim can assure you of one thing 
though: do not worry. An entry exam 
may seem like a big deal, but he ensures 
that it is not. The selection process is not 
there to make life difficult but to keep 
that beloved personal feel. Ironically, to 
conserve the beliefs of Technical Com-
puter Science, its very core needs to be 
changed. And beware, this change will 
probably not be the last.

A New Age of Technical Computer Science

//Article

Numerus fixus 

by: Xanti Lizanzu
Editor I/O VivatEditor I/O Vivat

Starting September 2022, the study 
Technical Computer Science at the 
University of Twente has a nume-
rus fixus. To find out more our new 
editor Xanti Lizanzu researched the 
implementation of the new admis-
sion requirement and talked to the 
programme director to hear his 
views on this change for the pro-
gramme.

Hello everyone! My name is 
Maxim de Leeuw, and I am 
25 years old. I have been as-
ked to write for the multidis-
ciplinary column of this ma-
gazine and talk about what I 
have done so far in my time at 

the university. I started studying at the 
UT in September of 2016 to study Cre-
ative Technology (from now on abbre-
viated to CreaTe), as the broadness of 
the CreaTe allowed me to explore my 
interest whilst the projects also gave 
hands-on experience. In the first two 
years of CreaTe, I learned a lot of new 
skills, especially on the disciplines of 
programming and design. The study 
also had more branches of disciplines, 
being electrical engineering, applied 
mathematics and business. 

The second year was already focused on 
specialization and every student had to 
choose whether they wanted module 
five to be focused on the hard sciences 
(Smart Technology) or more on game 
design (now called Interactive Media), 
and I chose for Smart Technology as the 
hard sciences were way more interesting 
for me. The business module (M7) was 
also one I enjoyed a lot and I have been 
a TA for that module from the moment 
that I could. 

In the last module of the second year, 
the choice made in module five came 
back around and decided which was the 
“elective” course in that module. As I 
chose Smart Technology, I could follow 
a biosignals and engineering course. I 
also thought this was a very nice course, 
and it awakened a new interest. This 
practically helped me to realise what I 
wanted to do for my Master study, but 
beforehand, I wanted to do a board year 

at my study association S.A. Proto. 

My interest in money and business, 
which was already outed in the business 
module, again showed its head and I 
was able to spend a year as the treasu-
rer of the association. After a wonderful 
year, I continued studying and chose to 
do the premaster Electrical Engineering 
in my minor space. It was a lot of work, 
as although I had an interest in mathe-
matics, I still lacked a lot of knowledge. 
It took me a bit longer than I was sup-
posed to, but in the end, I was able to 
finish the premaster and graduate from 
CreaTe. I feel like I became a real Crea-
tive Technologist, with having skills in 
all disciplines, but not being the top of 
my class in any discipline. 

In September 2020, I started my master’s 
in electrical engineering and chose for 
the specialisation of Neurotechnology 
and Biomechatronics. The courses that 
I am now following are mostly shared 
with students of Biomedical Enginee-
ring, and are focused on the discipline 
of signal processing, biological system 
analysis and neuroscience. Next to that, 
there are some mathematical courses, in 
which MATLAB is my biggest “frene-
my”. Yes, as someone who now has some 
experience with programming but who 
still is not very fluent in its languages, it 
is sometimes hard to use it, but it is also 
a programme with a lot of possibilities 
and functionalities to help visualise the 
biological signals. 

I hope to finish my courses this year, so 
that I can start an internship to put the 
learned skills in to use. I wish to intern 
at the R&D department of Roessingh 
rehabilitation centre, as I have a perso-
nal connection to it and envision myself 

Creative Technology / Electrical Engineering

//Column

Multidisciplinary

working in such a place at a later stage 
of my life as well. I hope I can put my 
creativity and broad knowledge into use 
later, and become an engineer that can 
help people all life long!

About Maxim
Maxim de Leeuw, originally from 
the nearby town of Borne, star-
ted his studies at the University of 
Twente in 2016. During his studies 
he has been active at study as-
sociation Proto including his board 
year as treasurer (2018-2019). He 
has also been a teaching assistant 
and is currently  one of the friendly 
faces you may encounter at the 
Servicedesk in the Hal B building. 

by: Maxim de Leeuwby: Maxim de Leeuw
Master student Electrical Engineering Master student Electrical Engineering 
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Recently, the 23rd edition of 
the weeklong puzzle/assasina-
tion game Pandora took place, 
renewing our interest in the 
humble beginnings of Pan-
dora: where did this amazing 
event come from? We joined 

up with several old (and new) com-
mittee members to share their stories 
about the game we all love. In this 
article, we shine a light on Pandora’s 
beginnings, its (r)evolution over time 
and its current set-up. For those who 
have never heard of Pandora or need 
a refresher, please take a moment to 
read the sidebar ‘What is Pandora?’.

In the beginnings (Leo and 
Ramon)
Pandora first saw the light of day in 
1998. Four committee members deci-
ded to organize the first Pandora under 
the title Pandora Assassination Game 
and with a James Bond theme. Leo and 
his fellow committee member were in-
spired by the Taste Assassination Game 
(‘TAG’) as organized by student as-
socation Taste. The concept was easy, 
a weeklong of shooting each other in 
combination with some (very difficult) 
puzzles. The vibe of the movie Gotcha!, 
about a campus-wide paintball com-
petition at the University of California 
Los Angeles, best described the experi-
ences of the first participants with Pan-
dora. Although, it is not really known 
whether Taste was inspired by this mo-
vie when creating the TAG event.

The first Pandora was mainly charac-
terized by the sheer ignorance of parti-
cipants to this new event. The first six 
teams gathered after receiving a secre-
tive message to meet at an abandoned 
building site. After some time a large 
black Ford would drive towards them. 
Then, the four committee members 
stepped out fully suited up and with 
black sunglasses, as if in a James Bond 
or Mission Impossible movie. The com-
mittees during this time consisted of 
several over-eager members using the 
(now infamous) Member’s Initiative to 
organize the first editions of Pandora. 
After some editions the organization of 
this event transferred to the aXi (gene-
ral activities committee).

As the first Pandora was not discussed 
with either campus security or with 

the faculty/university, and as partici-
pants were still trying the limits of this 
new event, several attacks during lec-
tures resulted in a ban for all Pandora 
participants from lecture halls within 
the first 24 hours. Screaming ‘Daar zit 
ie’ (‘There he is’) during a lecture cer-
tainly did not help in preventing this 
ban. The committee members then also 
actively participated in Pandora, at least 
the fighting part. Before Pandora, the 
gameplay regarding the puzzles was al-
ready thought-out and during the week 
only the script had to be followed. Leo 
recalls that he was locked in his room 
for half a day, as two participants were 
camping around his front-door. He only 
managed to escape by closing all the 
blinds and crawling out the window of 
his toilet.

The first edition(s) of Pandora were 
Enschede-broad events, meaning that 
puzzles were located all around the city 
and the campus. Puzzle locations in-
cluded the Van Heekpark and Station 
Drienerlo (Station Enschede Kennis-
park, ed.). Each day was correlated with 
a single puzzle consisting of multiple 
steps, meaning that 
you had to physi-
cally move throug-
hout the city to 
solve the next part 
of the puzzle. These 
puzzles often took 
the entire day to 
solve, also not hel-
ped by the fact that 
the internet was not 
a big thing then, alt-
hough you did not 
puzzle for the entire 
night back then. The 
committee had to actively give hints to 
participants to solve the puzzles to get 
teams to ‘accidentally’ meet at a puzzle 
location. According to the participants 
and committee members from that pe-
riod, the puzzles had a rather ‘simple’ 
set up, meaning that the same kind of 
tricks were repeated.

The fighting during Pandora during 
those first editions was also relatively 
simple. Hitting one another resulted 
in a single point being awarded and 
the team members had to actively re-
port these results to the committee. 
The committee then manually counted 
all the points in order to determine the 
winner. The participants received we-
apons that are similar to today’s Nerf 
guns, albeit with a range of about half a 

meter, so battles were mainly concluded 
close-range.

Digitalization (Roeland)
During Roeland’s tenure at the Uni-
versity of Twente Pandora had already 
been organized for 10-15 years and had 

changed to a campus-only event. When 
asked what he saw as the main diffe-
rence between his first time organizing 
the event and his third time organizing 
the event, he mentioned digitaliza-
tion. During his first Pandora, kill co-
des had to be physically turned over to 
the committee at the start of each next 
day. During his last time organizing, a 
PHP-based website had been erected 
for entering kill codes, and thus keeping 
score, real-time.

In 2010, organizing Pandora and con-
currently competing in the fighting part 
was already out of the question. This is 
also the time period where Pandora be-
came its own committee, as opposed to 
being part of the aXi. Organizing Pan-

dora was a six month ordeal, where the 
committee, while remaining secret, had 
to create more than 32 puzzles. During 
the Pandora week, the committee got a 
location at the university for an entire 
week and a committee member was al-
ways (24x7) on call for either requesting 
hints, or settling disputes between par-

ticipants about who 
‘killed’ who first. 
Although Roeland’s 
effective method 
was to usually con-
clude that, since he 
was not there, the 
participants kil-
led each other and 
should give the kill 
codes to each other.

‘Days’ were com-
prised of about 8 
puzzles each day, 

for 4 days straight, excluding some bo-
nus puzzles. Teams were awarded a time 
bonus for solving all 8 puzzles as soon 
as possible. Teams thus often puzzled 
till deep into the night. The committees 
experimented with new puzzle ideas 
with the technologies available at that 

From Assassination Game to 
Extraterrastial Encounter 

“Several attacks during 
lectures resulted in a ban 

for all Pandora partici-
pants from lecture halls 
within the first 24 hours”

What is Pandora?
Pandora is a yearly weeklong 
puzzle & assassination game organi-
zed by a secretive committee. It has 
continuously been organized since 
1998/1999 by members of Inter-
Actief, with only one year where it 
unfortunately could not take place 
due to the Covid pandemic. The 
goal of the game is to earn as many 
points as possible with your team, 
consisting of at most six members. 
Points can be obtained by either 
solving puzzles or by ‘killing’ mem-
bers of the other teams. Several 
weapons enabled the fighting part 
over time, including blow darts, 
Nerf guns, pool noodles and star-
fish-shaped stuffed animals used 
as throwing stars. Every year, the 
committee develops a story line 
based on a general theme. If you 
want to find out more (including 
a huge set of old puzzles), take a 
look at: iapandora.nl

Figure 1: Puzzles are located at spots on campus nowadays, but in the beginnings, more of 
Enschede was also used.

Figure 2: The pool noodle has been a trustworthy Pandora item for some time already.

//Article

Pandora

by: Niels de Groot, Yoeri Otten & Ruben Groot Roessink
Editors I/O VivatEditors I/O Vivat
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time, including puzzles that used VR/
AR apps. Having this many puzzles also 
meant that the puzzles had to be tested 
thoroughly before Pandora. The com-
mittee set up a testing system, where 
testers could try to solve a puzzle and 
then click the location of the puzzle 
on the campus map to determine the 
complexity of the puzzle. Before this, 
testers often asked for a hint and then, 
after hearing the hint, concluded that 
the puzzle was easy enough. Making the 
puzzles harder to spot, by using black 
tape and a black background is one of 
the improvements from during this 
time as well.

Weapons included the Nerf guns (short 
to medium-range), Pool noodles (very 
short range) and Blow darts (long 
range). One specific remark is regarding 
the blow darts. These consisted of PVC 
pipes with paper darts, the latter be-
coming a true craftsmanship for some 
of the teams. These darts were created 
from (news) papers and sometimes the 
tip was hardened, using adhesive tape, 
for an even better range (sometimes 
distances of 30 meters were achieved). 
Several incidents of people having one 
of these darts stuck in their leg or stuck 
between their eye and eye socket have 
been recorded. Luckily, these hurtful 
and unsafe weapons have since been 
upgraded.

Now (Wouter, Gerrit-Willem, 
Pieter)
The current set up of Pandora has stay-
ed the same in the last couple of years. 
The event still consists of 4 days (star-
ting Monday evening and concluding 

Friday evening) and is still campus-on-
ly. Several safe zones exist in which Pan-
dora-related activities are not allowed to 
keep the disruption to the lectures to a 
minimum as well as ensure no suspici-
ous behavior occurs surrounding some 
of the buildings on campus. One major 
change is the number of participants. 
Since the studies BIT and Computer 
Science became international, the num-
ber of teams has steadily increased until 
the current number of 25 teams, which 
is considered the maximum number of 
teams at an campus-only event. Maybe 
Pandora should go back to its roots and 
become a city-wide event once again to 
allow for even more growth?

To limit the impact on the study pro-
gress of the students the time bonus 
is awarded after the first 5 puzzles of a 
day, as opposed to all 8 puzzles of a day. 

With this choice students are less likely 
to puzzle deep into the night as they can 
simply do the last three puzzles the next 
day as they are not missing out on any 
extra points anymore. Puzzles are still 
as creative as ever, however, not limited 
by the technologies of their time, recent 
committees have come up with quite 
interesting puzzles. Examples include, a 
map of the campus in Rollercoaster Ty-
coon and the skyline of university buil-
dings in the waves of an audio file. 

The weapons have also been upgraded. 
As a bonus, teams can win a fully au-
tomatic Nerf gun that shoots Nerf darts 
in a rapid fashion, rapidly outcompe-
ting the inferior Nerf guns of the other 
participants. The pool noodles remain 
very similar, although they have been 
banned for one year, due to some minor 
government regulations limiting the 
freedom to get very close to one ano-
ther. Last, but not least, as mentioned 
before, the blow darts were upgraded to 
also use Nerf darts as opposed to paper 
darts to ensure people are not hurt.

To conclude, a large number of people 
have, in the last 20 years, ensured that 
Pandora became an event that is en-
joyed by many within Inter-Actief and 
outside Inter-Actief. We want to thank 
Leo, Ramon, Roeland, Wouter, Gerrit-
Willem en Pieter for their help in get-
ting information for this article. We 
hope to see many of you during next 
year’s edition of Pandora!

Leo de Penning
Leo became active at Inter-Actief, after deciding that there was 
more to drinking beer at student association Taste. Luckily, 
Leo brought the inspiration for Pandora from Taste to Inter-
Actief. Having set-up Pandora and having organized Pandora 
in the first three years of its existence, we can all thank Leo 
for our yearly week of fun. Additionally, he was also part of 
the Drink Committee and also introduced the first association 
song to Inter-Actief. Some alumni might recognize the text ‘In 
het oosten van het land...’. According to him this song made 
it easier for Inter-Actief to engage in ‘brassen’. Leo graduated 
in 1999.

Ramon Ankersmit
During his studies, Ramon became (very) active in the WWW, 
the Drink Committee, I/O Vivat. He also organized a study 
tour to the USA, mainly because it entailed a free holiday. As 
a fellow student of Leo he was one of the first participants of 
Pandora. Ramon started his studies in 1994 and finished six 
years later in 2000.

Gerrit-Willem Smit
Gerrit-Willem, or GW, started studying Computer Science in 
2016, but has since switched to Business Information Tech-
nology. Luckily, him switching studies did not mean that In-
ter-Actief would lose him as an active member. He was active 
in the SkiCie and he has since moved on to become a board 
member in the 41st board. Having fallen for Pandora during 
his board year, he organized Pandora two years ago as part of 
the Games of Galia (2021) committee.

Roeland Krak
Roeland’s active student time is basically centered around 
Pandora. As a participant in his first year, he became active 
due to Pandora as it ‘would be nice to organize this event’. Roe-
land has since then organized Pandora three times: In 2010 
(Pandora’s Heir), 2012 (CIA: Operation Pandora) and in 2014 
(Heisteria). As the Pandora committee members were still se-
cret during the Active Member’s Weekend Roeland also had 
to join several other committees to not arouse suspicion, in-
cluding the WWW, the Rially and the Hyper-Actief. Roeland 
currently uses his puzzling skills to hack embedded systems.

Pieter Staal
Pieter was nudged into participating by his do-group parents 
already during his own Kick-In in 2016. He first became active 
in smaller committees, including the GameJam and the Rially. 
After acknowledging the fun in Pandora, he decided to orga-
nize Pandora himself as part of the Project Diamond commit-
tee (2019). Pieter graduated from his Masters in Embedded 
Systems last year.

Wouter Suidgeest
Wouter Suidgeest was born just when Leo and Ramon were 
about to graduate (1999). He started studying Computer Sci-
ence in 2018. His first committee was the Hyper-Actief. As 
a participant to Pandora from his first moments within the 
association, after participating several times, he decided that 
he wanted to organize Pandora himself. He was part of the 
Games of Galia committee (2021). Wouter was also a board 
member in the 43rd board of Inter-Actief.

Figure 4: As special rewards, teams are sometimes issued a Nerf gun as bonus weapon.

Figure 3: Blow darts have been known for their casualties. Luckily, the sharp arrows have by 
now been replce with nerf darts.

About our interviewees

Figure 5: The most recent Pandora committee (Extraterrastrial Encounter, 2022)
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Every now and then, the editors 
of the I/O Vivat like to look 
beyond campus to see how in-
formation technology plays out 
in the field. To do this, we visit 
companies that may, one day, 
like to hire a recently gradua-

ted student, to show what keeps them 
busy and what they have to offer as an 
employer. This time: Picnic!

Can you introduce yourself?

My name is Simon, and I started wor-
king at Picnic in January 2020. Before 
that, I studied software engineering at 
the UvA, where I finished my studies in 
August. I took about half a year to look 
for a job as I didn’t want to limit myself 
to just the Netherlands in my search. I 
tried to find work in a multicultural en-
vironment. 

Then I came into contact with Picnic. It 
turned out that the international envi-
ronment I was looking for was already 
in Amsterdam. About 90% of people 
within Picnic are from outside the Ne-
therlands, which makes it a fun envi-
ronment to work in. I was first hired as 
a backend engineer for the warehousing 
team. Since then, my responsibilities 
have grown to also work on the fron-
tend. The startup vibe is still strongly 
present at Picnic, as there are always a 
few side projects I can work on. 

 
Can you also give a quick introduction 
of Picnic?

Most people know us for the little vehi-
cles with the lowest price, free delivery 
slogan. We’re one of the few companies 
who dare to make that promise because 
it requires us to be very efficient. Most 
important is the supply chain: the jour-
ney between the suppliers and our ve-
hicles, which is a more comprehensive 
process than one would imagine.

The tech stack can differ quite a bit 
between companies. What does yours 
look like?

In Picnic, the tech stack differs per 
team. The warehousing team works 
with PostgreSQL, Spring, and Angular, 
but others work with Python and Mon-
goDB. The internal app for our runners 
is built using React. Each of the teams 
really gets to decide what works best for 
them.

We also have an oversight team that 
ensures everything plays together ni-
cely and that our systems don’t become 
too messy. For example, they configure 
the tooling to ensure everything is for-
matted correctly. Altogether, we’ve got 
about fifteen teams, each focusing on 
their own part of the process. 

How does this oversight team work 
exactly?

Most teams run on Java Spring, which 
is also what the oversight team mainly 
focuses on. They have developed an ex-
tensive toolset for that toolstack. Besi-
des that, they direct the other teams by 
facilitating the sharing between them or 
maintaining the automatic linting tools. 

You can lose quite some time discus-
sing things that really aren’t important. 
An example that comes to mind is a 
blog post from Google on how to order 
import statements. If each team had to 
manually choose and enforce how they 
sort import statements, time would be 
wasted on semantic discussions. So 
they’ve developed conventions for that 
and built tools to automate it. We try to 
do the same at Picnic. There are many 
such examples where we use automa-
tion to improve collaboration. 

If you work with self-governing teams, 
how do you make long-term decisions?

We don’t really have a hierarchical sys-
tem. Everything is self-governing and a 
little isolated from each other. But we 

do have the idea of guilds within Picnic, 
people who use similar technologies 
in different teams. Think of a frontend 
guild or an architecture guild. These 
guilds convene to handle issues sur-
rounding the topic and facilitate know-
ledge sharing. 

What are some fun projects you did at 
Picnic?

I work in the warehouse team, where we 

build the app used in the warehouse to 
pick orders. Around Christmas, things 
outside always get cheerful with decora-
tions. We wanted to create the same fee-
ling in the warehouses. So, as a team, we 
decided it would be nice to add Christ-
mas decorations to the app. After a one-
day hackathon, the app looked cheerful 
and received many positive responses.

How was the Corona pandemic hand-
led at Picnic?

During the pandemic, demand for on-
line groceries skyrocketed. It put a lot of 
strain on all the parts of our operations. 
The store team had to handle peak usa-
ge. The delivery slots would fill up in-
credibly fast, even two weeks in advan-
ce. Every morning at 9 AM, when we 
opened the new slots, we saw a massive 

spike in users. Luckily, these peaks are 
very predictable, so we arranged with 
AWS to scale up our resources between 
9 and 10.

Generally, shopping behavior has been 
influenced quite a lot by corona. Even 
now the pandemic is over, we see many 
people stick to only groceries.

And how did the pandemic impact the 
staff at Picnic?

At the start of the pandemic, virtually 
no one from IT was at the office, but 
some people moved back in as time pro-
gressed. Some colleagues in Picnic, like 
delivery and warehouse staff, could not 
work from home. 

Sadly, we could not organize events at 
the office during the pandemic, but the 
atmosphere was still good. We started 
organizing game nights online and had 
other similar social events with colle-
agues. When the pandemic was over, all 
of Picnic was invited to one big Picnic 
festival to celebrate how hard everyone 
worked through the pandemic.

One last question, Picnic is quite infa-
mous for their long waiting lists. What 
would you need to solve that?

Currently, the most significant capa-
city problem is in the warehouses. We’re 
currently building automated ware-
houses, which will help us serve more 
customers. We’re looking for engineers 
who want to help us build the software 
for those automated warehouses. If 
you’re looking for a job or internship at 
Picnic, you can help us reduce the wait-
list and serve groceries to more people 
worldwide.

“Every morning at 9 AM, when we 
opened the new slots, we saw a 

massive spike in users.”

Working @ Picnic
Picnic is an at-home supermarket 
well-known for its little vehicles. 
Founded only in 2015, they’re gro-
wing faster than ever before. Es-
pecially with the recent boom in 
online shopping, they’re looking for 
people to help improve the entire 
supply chain. 

If we’ve piqued your interest and 
you’re looking for an internship 
or job, take a look at picnic.app/
careers to see the opportunities.

Figure 1: Picnic’s fleet of small electric carts bring your groceries to your doorstep.

//Company

Company Visit: Picnic

by: Sven Mol & Yoeri Otten
Editors I/O VivatEditors I/O Vivat

Simon Baars
DevOps developer, PicnicDevOps developer, Picnic

“We don’t really have a hierarchical 
system. Everything is self-governing 

and a little isolated from each other.”
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On the fifth of April, 2022, 
the seven of us were an-
nounced as Inter-Actief’s 
candidate board for the 
academic year 2022/2023. 
Since then, we worked hard 
to learn everything we can 

about the association, and on the sixth 
of September, we were constituted as 
the forty-fourth board of Inter-Actief.

At the time of writing, it has been almost 
six months since I first heard the names 
of my fellow board members. However, 
even after all we’ve experienced toge-
ther over this period, it honestly feels 
like just last week that I struggled to 
put on my tie for the first time. Remi-
niscing about my candidate board time 
helps me realize that time does fly, and 
no doubt my board year will pass me by 
just as quickly.

Even though the past six months feel 
so short, they have also been a journey 
and a learning experience like no other. 
I can easily see that my experiences as 
a candidate board member during this 
time helped me grow into a person ca-
pable of leading an association, as I have 
done for the past few weeks. More im-
portantly, though, our experiences as a 
team have helped us recognize not only 
each other’s but also our own strengths 
and shortcomings. This has massively 
helped us grow together over the past 
months.

This academic year is well and truly 
upon us by now, and the stress of wor-
king towards being constituted as the 
board has made way for the day-to-day 
stress of being the people everybody co-
mes to for questions about all matters 
Inter-Actief. We cannot wait to imple-
ment all the ideas in our policy plan, 

but for all these great ideas there is a lot 
for us to do to execute them.  With this, 
paired with so many activities coming 
one after the other, I do not think I will 
be bored for a moment this year!

Looking at Inter-Actief this coming year, 
I would love to help give the association 
the shake-up I think it could use to catch 
up to current times. Since I started stu-
dying we have had fiveboards, a COVID 
pandemic, and still, the look of the as-
sociation has stayed mostly the same. It 
is known, trusted, and pretty great, but 
changing with the times can only be a 
good thing in my eyes. This summer, we 
have already redesigned the Inter-Actief 
room in collaboration with the previous 
board, and we would like to give the as-
sociation website a fresh, modern look 
this year.

Besides just a fresh look, I would say we 
only need to look at the studies we re-
present to see how times have changed. 
Technical Computer Science has explo-
ded in size over the past years and is 
now a numerus fixus study. The amount 
of non-Dutch students studying TCS or 
BIT has also skyrocketed. Inter-Actief 
represents both of these studies and all 
connected master studies. In my opini-
on, a great way we can help Inter-Actief 
change with the times is by working on 
making the demographic at the associ-
ation one that properly represents how 
the studies are now. 

Ultimately, the very best way to ensure 
Inter-Actief represents everyone is to 
hear what the members have to say. For 
this reason, we organized a good ideas 
drink at the end of April. From put-
ting a Wii in the association room to 
selecting more vegan food options, we 
have received plenty of input, and we 

always want to hear more. If you have 
a suggestion, always feel free to mail us 
at goodidea@inter-actief.net or come 
past the Inter-Actief room to tell us your 
idea! With everyone’s support, we hope 
to make our board year a great one.

We hope to see you soon at Inter-Actief!

Changing with the times

//Column

From the board

by: Oliver Davies
Chairman I.C.T.S.V. Inter-ActiefChairman I.C.T.S.V. Inter-Actief

About Oliver
Oliver Davies was born in the far-
away Sydney, Australia. When he was 
five years old, he moved a lot closer, 
and spent the rest of his childhood 
years in Amsterdam. In 2018, Oliver 
moved to the University of Twente 
to study a double degree in computer 
science and applied mathematics. 

During the course of his studies, he 
has been active at Inter-Actief with 
Hyper-Actief, the CoLeX, symposium 
committee Zephyrus and the Takesh-
Cie. Four years and one dropped stu-
dy later, he now studies just TCS and 
is the chairman of Inter-Actief.

When spending so much 
time at home, you some-
times have to get creative 
to entertain yourself (or 
not and this is just a pro-
blem for me). Even more 
so if you are spending 

your time at someone else’s house. 

My partner had to do a Covid19-test 
because one of his colleagues had tested 
positive. They had only been in the same 
room for 15 minutes and had kept to 
the minimum distance. He thought he 
would for sure be negative, but unfor-
tunately not. There was a chance I had 
not gotten it, so we took precautions. He 
lived upstairs, I lived downstairs. Ap-
parently, this worked, because I tested 
negative. My father offered up his house 
while he went to his girlfriend’s to help 
prevent me from getting it. Thanks dad, 
you are the best. We thought it would 
just be for a couple of days because his 
symptoms were minimal. It lasted three 
weeks… so I had to get creative for en-
tertainment. This made me think about 
all the corona hobbies I have had in the 
past year. Some of these we did as ENI-
AC activities as well!

Sewing: I bought a sewing machine last 
summer. We were moving and I wanted 
nice pillows for the couch. The ones I li-
ked were often 50 euros. So, I decided to 
make my own. Of course, I got carried 
away and bought fabric for 27 pillows. 
I think half of them got made, and the 
rest is stored in my attic. The ones I did 
make luckily turned out very nice. In 
December I decided I wanted to make 
Christmas pajamas. I went for super 
ambitious patterns which many friends 
warned against. But they were super 
pretty, so I was determined. It cost me 
a couple of weeks. They were ready a 

week after New Year’s Eve. Just in time 
for next Christmas. 

Gardening: The house we moved to had 
a plot of sand in the backyard. We had 
no idea how to garden, but according to 
our contract we had to create a garden. 
So, in September we went to the Intra-
tuin and bought all kinds of plants. I 
have no idea what they are, but I picked 
every plant that looked pretty on the 
picture and said it would survive win-
ter. Next up is creating a kitchen garden 
(moestuin)! 

Gaming: I spent a lot of time gaming. Of 
course, there was the Among Us hype. I 
also spent a lot of time playing Stardew 
Valley and Zelda on my switch. Not to 
mention my timesink Guild Wars 2. 

Cocktail evenings: This is super fun 
to do. You can get really creative with 
the combinations and the looks of the 
drink. The only downside for me is that 
I want to try new cocktails every time. 
The result is a kitchen cabinet with a 
lóóóót of liquor bottles which are barely 
used. With ENIAC we did a beer tasting 
as well as a whiskey tasting.

Food: So many of my activities have 
revolved around food. A friend and 
I sometimes have sushi evenings. We 
make a list of the types of sushi we want 
to make, which we then both buy. We 
spend our time on Discord talking while 
we are preparing the sushi. Super fun! 
My partner and I like to try out different 
types of restaurants around here. Espe-
cially when they have smaller dishes so 
you can try a lot of different things. We 
also baked pastries and decorated coo-
kies. Yeah, we had to stop those. 

Mysteries: So much fun! I love puzzling, 

The time COVID kicked me out of my 
own home

//Column

From the ENIAC board

and luckily many of such activities have 
popped up. We did a beer escape. They 
wrap the beer so you don’t know what 
brand and type it is. By solving puzzles 
you can determine what beer it is. We 
also did murder mysteries a couple of 
times. Some send you evidence in the 
mail that you can use. Others you can 
do completely digital. This is one of the 
activities we did with ENIAC as well! 
Many people joined and solved the 
murder!

We are continuing organizing fun acti-
vities of ENIAC, so we hope to see you 
soon!

About ENIAC
ENIAC is the alumni association for 
the bachelor programmes Techni-
cal Computer  Science  and  Busi-
ness  &  IT and the related mas-
ter programs at the University of 
Twente. The as-sociation has the 
mission to stimu-late  the  con-
tacts  between  alumni  and  with  
the  faculty  of  EEMCS.  Therefore,  
ENIAC  regularly  organi-ses  meet-
ups  and  events,  which  is  a  great  
way  to  keep  in  touch  with  your 
former study mates!

by: Kimberly Hengstby: Kimberly Hengst
Chairman ENIACChairman ENIAC
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Discovering how a species 
adapted to a specific envi-
ronment over a long period, 
and how this affected the 
evolution of that species is 
of great importance to re-
searchers. A major force 

that drives the shaping of the evolu-
tion of a species is positive selection. 
Positive selection provides informa-
tion on how a species evolved, and 
therefore how for example a species 
or population adapted to its environ-
ment.

Discovering how a species adapted to a 
specific environment over a long peri-
od, and how this affected the evolution 
of that species is of great importance to 
researchers. A major force that drives 
the shaping of the evolution of a species 
is positive selection. Positive selection 
provides information on how a species 
evolved, and therefore how for example 
a species or population adapted to its 
environment.

Finding sub-genomic regions associa-
ted with past positive selection, better 
known as a selective sweep provides in-
formation about the history of a given 
population. Two major types of regions 
are defined, first of all, a neutral region 
that has experienced no positive selec-
tion and therefore does not show any 
effects of past positive selection. The se-
cond region is the selective region (the 
strength of the selective sweep within 
the selective region can vary) which 
has experienced positive selection and 

therefore shows the effects of past po-
sitive selections. The difference between 
neutral and selective regions in genomic 
data is illustrated in Figure 1. Figure 1 
neutral genomic data (A) and selective 
genomic (B) data are compared using a 
schematic example. 

The detection and localization of se-
lective sweeps and therefore traces of 
positive selection is a goal for the deve-
lopment of various methods and tools. 
For sweep detection, various signature-
based methods and tools are develo-
ped. When positive selection is present 
meaning that an allele (genetic variant) 
is favoured by natural selection. The ad-
vantageous allele spreads throughout 
the population and produces a loss of 
variation near the genetic location of 
positive selection. The loss of variation 
is explained by the closely linked neu-
tral alleles also increasing in frequency 
because they were originally linked to 
the beneficial allele, while the remai-
ning non-linked neutral allele decrease 

in frequency.

Earlier research showed that in cases 
where the positive selection is easily 
identifiable (strong selection) perfor-
mance of sweep detection tools is rela-
tively good. The performance of sweep 
detection tools deteriorates significantly 
for cases where positive selection beco-
mes harder to identify (weak selection). 
Signature-based sweep detection appro-
aches assume that certain evolutionary 
effects are present and are caused by po-
sitive selection, while other evolutiona-
ry effects could also create similar sig-
natures. Signature-based methods and 
tools counter this problem by adjusting 
for these faulty evolutionary factors, but 
considering that these faulty signatures 
exist could make signatures based me-
thods and tools more error-prone.  

Besides these signature-based methods 
and tools, the use of convolutional neu-
ral networks (CNN) for whole-genome 
sweep detection is explored within this 

research. During my master’s graduati-
on ASDEC (Accurate Sweep Detection 
Enabled by a CNN) was presented, a 
CNN-based method for whole-genome 
sweep detection. ASDEC was developed 
in a user-configurable way and shows 
great performance against current sig-
nature-based methods and tools. AS-
DEC is developed to perform a whole-
genome CNN-based sweep detection 
method. Making ASDEC applicable for 
real-world genomic data-sets. For the 
development of ASDEC, a hand-desig-
ned neural architecture search (NAS) 
was used and led to a final CNN archi-
tecture (dubbed SweepNet). 

ASDEC was compared with signature-
based methods and tools such as RAiSD, 
OmegaPlus, SweeD, and SweepFinder2. 
With one exception all the earlier men-
tioned methods and tools discussed 
are only based upon a single signature 
(trace of past positive selection) to lo-
cate positive selection. Raisd introduces 
a composite statistic based on multiple 
signatures. ASDEC approaches the lo-
calization of past positive selection not 
on defined (pre-programmed) signatu-
res but training a model created with 
the help of labelled training images. 
After the creation of the model ASDEC 
can be used to perform inference with 
the trained model.

The ASDEC framework is built upon 
many independent blocks, by combi-
ning these blocks a complete solution 
for sweep detection is achieved. The 
blocks present in the ASDEC frame-
work are data generation, data encapsu-
lation, pre-processing, CNN inference, 
CNN training and post-processing. 
The relation between them is illustrated 
in Figure 2. When using the ASDEC 
framework a user while possible, does 

normally not interact with all separate 
blocks but rather interacts with multiple 
blocks using overarching calls. While 
all independent blocks are still usable 
by themselves (with one exception pre-
processing and data encapsulation can 
only be called together by image gene-
ration) providing flexibility. Two over-
arching blocks are available one focused 
on training an ASDEC CNN based on 
a given CNN network architecture, and 
one for calling a trained model for infe-
rence. Both overarching blocks include 
data generation, data pre-processing, 
and data encapsulation, logging (time 
and execution parameters), when 
calling inference also post-processing 
is included (also illustrated in Figure 
2). The overarching calls greatly reduce 
complexity and provide greater usabili-
ty. The final result of the ASDEC frame-
work is either a TensorFlow model (.pb 
format) when performing training or 
a list of probabilities of selectivity on a 
certain position within a genomic data-
set.

Besides running ASDEC on a single 
thread, efforts to reduce the execution 
time when using a CPU are made in the 
form of multi-threading. The CPU mul-
ti-threading is focused on inference be-
cause training is under normal circum-
stances only performed once. Meaning 
that a speedup for inference yields gre-
ater usability for ASDEC. Initial spee-
dups were made with the introduction 
of multi-threading for ASDEC inferen-
ce and training. The number of threads 
spawned (T) is controlled by the user. 
When training a model ASDEC relies 
partly on the multi-threading support 
provided by TensorFlow 2. Also, the 
GPU support provided by TensorFlow 
2 is supported within ASDEC and can 
be deployed in combination with CPU 

multi-threaded pre-and post-proces-
sing.

ASDEC showed equal to increasing 
performance for almost all data-sets 
compared with the top performer sig-
nature-based method. The performance 
evaluation of ASDEC consisted of three 
different confounding factors bottle-
neck, migration, and recombination. 
Besides the use of simulated data-sets, 
ASDEC can be deployed for real geno-
mic data-sets. A scan of the first chro-
mosome of the human genome (Yoruba 
population, 1000Genomes data-set) 
was performed, showing nine different 
candidate genes. The nine candidate ge-
nes discovered by ASDEC have already 
been identified by previous research 
to be targets of positive selection. AS-
DEC provides support for conventio-
nal hardware such as multi-core CPUs 
and GPUs. Extending the usability of 
ASDEC even further a CNN inference 
accelerator is implemented and com-
pared with a multi-core CPU in terms 
of performance. Execution on a state 
of the art FPGA achieves a 10.7x faster 
processing than a general-purpose six-
core CPU. Lastly, I would also like to 
thank my supervisor N. Alachiotis for 
the weekly meetings and the guidance 
in the design of the ASDEC framework.

Accurate Sweep Detection Enabled 
by a CNN

About Matthijs
“As an alumnus of the University 
of Twente, I had the great plea-
sure of doing my research within 
the university for the Architecture 
for Embedded Systems (CAES) 
group. At the university, I studied 
the master’s Embedded Systems. 
Within the field of embedded sys-
tems, I focused on subjects such as 
FPGA design and Real-Time Systems. 
During my time at the university, I 
enjoyed all the various activities 
related or unrelated to the study. 
Now that I have finished my time at 
the University of Twente, I started 
my career in the embedded field as 
an embedded software engineer. “

More information, references and 
the full thesis can be found in the 
UT database:

https://essay.utwente.nl/88618/
Figure 1: A: shows neutral genomic data and B: shows partial selective genomic data. Both 
show on the left image: in blue the derived (mutant) alleles and red the beneficial/positive 
alleles. Both show on the right image: in white the derived alleles and black the ancestral 

alleles Figure 2: Relation between all separate blocks implemented in the ASDEC framework

//Article

ASDEC

by: Matthijs Souilljee
Nominee ENIAC Thesis AwardNominee ENIAC Thesis Award



I/O VIVAT    

38.1 //20
I/O VIVAT    

38.1 //21

In his book, Sapiens, Yuval Noah 
Harari takes us along mankind’s 
journey to the top of the food-
chain. Our competitive advan-
tage is the ability to collaborate in 
large, flexible groups. In doing so 
we need to set ground rules and 

come to a shared understanding of re-
ality. Back in the days, myths, legends 
and gossip functioned as the glue hol-
ding groups together. With globaliza-
tion and groups getting bigger, new 
mechanisms to govern human colla-
boration were invented: the monetary 
system, religion and governmental 
institutions. Nowadays technology is 
shaping human collaboration. As the 
World Economic Forum puts it: we 
stand on the brink of a technological 
revolution that will fundamentally al-
ter the way we live, work, and relate to 
one another.

In this digital era, industry 3.0 (the in-
troduction of computers and the inter-
net) made it possible to share informa-
tion on a large scale. Within the fourth 
industrial revolution you see a mer-
ging of the physical and digital world 
(e.g. through sensors connected to the 
internet and digital twins) and the ac-
companying explosion in the amount 
of available data. Within the Internet of 
Everything, people, things and data are 
connected in order to streamline pro-
cesses. This isn’t a goal in itself, it can be 
the means to for example smart cities, 
smart homes and smart mobility. We 
put more and more trust in technology, 
with data fuelling it. It is used to train 

algorithms, get insights and decision 
making. 

The complex challenges of the 21st cen-
tury can only be solved through mass 
collaboration. The Corona-pandemic, 
climate change and the refugee crisis 
don’t adhere to borders. Digitization 
impacts everyone. The Sustainable De-
velopment Goals can only be reached 
collectively. In tackling these challen-
ges, data is often seen as the solution. 
But what if this data is of low quality?

We can’t blindly trust data and believe it 
will miraculously solve all our problems. 
On the internet there’s something called 
the copy-paste problem. If everyone can 
share information, if data can be copied 
infinitely, what can we trust? How to 

be sure the information is up to date? 
Do we know where the data originated? 
Can we trust this source? Are public va-
lues like privacy safeguarded?

Zooming in on Kadaster, we stand for 
legal certainty: we collect and register 
administrative and spatial data on pro-
perty and the rights involved. We are 
the only party that is allowed to do so, 
as recorded in the law. As independent 
party we provide certainty in the phy-
sical world, so naturally we also think 
about certainty in the digital world. 
Data that is used to create a digital twin 
must be trustworthy. If parties share in-
formation about a real estate object, you 
want to make sure this data applies to 
the same physical object. If agreements 
are made about which parties can access 

which information, you want to be able 
to give guarantees. We think the focus 
must shift to data integrity, the impor-
tance of metadata and sets of agree-
ments to share information in a safe and 
secure way. This can be achieved in the 
protocol layer.

Thin and thick protocols
The internet is an open network. This 
means everyone with a connection can 
access the internet. If users visit a web-
site from a device (e.g. smartphone) 
data packages are exchanged. To do so 
in a safe and secure way the internet 
makes use of a set of agreements: the 
TCP/IP model. When accessing the in-
ternet one uses websites and apps like 
Facebook, YouTube and Netflix. This is 
built on top of the TCP/IP set of agree-
ments, functioning as a small layer on 
top of which rich value is created. As a 
consequence technology platforms like 
Facebook can design their own digital 
environment. Lately, this has been sub-
ject of discussion and led to criticism 
from several supervisory bodies.

With the rise of decentralized techno-
logies like Blockchain and Distribu-

ted Ledger Technologies (DLTs), with 
Bitcoin probably being the most well-
known, the internet seems to undergo 
a fundamental make-over. Contrary to 
thin protocols like TCP/IP, thick pro-
tocols enlarge the protocol layer. Thick 
protocols are about more than ‘just’ data 
exchange, they offer the opportunity 
to design and agree upon the ways in 
which data is stored and processed and 
transactions are settled. It is in this thick 
protocol layer where certainty in the di-
gital world can be added. 

An example where we already put this 
way of thinking into practice is the Sen-
sor Registry Network (SensRNet). This 
registry provides an overview of sen-
sors in the public space, the owners and 
which data is gathered. Kadaster is in 
charge of the Minimum Viable Product 
(MVP).

SensRNet
The concept of SensRNet is to provide 
functionality for multiple parties to 
maintain the (meta)data about their 
sensors autonomously in their own data 
center with their own software. The core 
of the whole system lays in the network: 

a fat protocol about how to exchange in-
formation between these parties. Each 
party is a node in the network and the 
protocol ensures data exchange within 
the network, secure, valid and high per-
formant. The protocol only allows strict 
communication between nodes. They 
can only share transactions or events 
as these are called. Events are strict in 
format and form as well as strict in me-
aning and they describe the changes of 
the metadata of sensors.

All events are shared within the network 
and the collection of all events consoli-
date to the national registry of sensors. 
So although each party maintains their 
own (sub)registry the protocol takes 
care of sharing this information within 
the network and collectively form the 
total and national registry which is then 
published at a central viewer for all citi-
zens by Kadaster.

For more information please check the 
documentation at https://kadaster-labs.
github.io/sensrnet-home/

  Do you want to know more 
about us and our career opportunities? 
Get in touch with our recruiter! Lisette 
Velthorst – lisette.velthorst@kadaster.nl

“As independent party we provide 
certainty in the physical world, 
so naturally we also think about 
certainty in the digital world. ”

About Kadaster
The Dutch Cadastre, Land Registry 
and Mapping Agency – in short Ka-
daster – collects and registers admi-
nistrative and spatial data on pro-
perty and the rights involved. This 
also applies for ships, aircraft and 
telecom networks. Doing so, Kadas-
ter protects legal certainty. We are 
also responsible for national map-
ping and maintenance of the nati-
onal reference coordinate system. 
Furthermore, we are an advisory 
body for land-use issues and natio-
nal spatial data infrastructures. 

Our story in 2 minutes: 

htt p s : / / w w w . yo u t u b e . co m /
watch?v=QEvbO5_CvUM&t=3s.

Besides our current task, Kadaster 
is also preparing for the future. We 
have an Emerging Technology Cen-
ter responsible for keeping track of 
technologies and trends and making 
it applicable for Kadaster. In shaping 
our vision of where the world is 
going we can adapt and make sure 
we are still relevant, or even more 
relevant, in a fully digitized world.

Figure 1: Kadaster HQ in Apeldoorn. Figure 2: “Zooming in on Kadaster, we stand for legal certainty: we collect and register 
administrative and spatial data on property and the rights involved.”
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From archive to digital certainty

by: Nick van Apeldoorn
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Several years ago, I met Wallace 
Ugulino at his job interview at 
the University of Twente. Stu-
dents were invited to some in-
terviews as, after all, they were 
to be taught by these new tea-
chers. I remember him giving 

a talk on his vision on education with 
much enthusiasm and commitment, 
so I was not surprised to see that that 
vision has not disappeared. As the 
new programme director of Business 
Information Technology (BIT), there 
is more room for his vision to come to 
life, and so we discussed a vital factor 
of it: the community.

We start our discussion about the com-
munity at Wallace’s module in the se-
cond quartile. When I talk about tea-
ching assistants, Wallace is quick to 
correct that to ‘mentors’. “The teaching 
assistant works for the teacher.” Tea-
ching assistants usually spend a lot of 
time on signing off students, which is 
immensely time-consuming and takes 
away time that could be spend on actu-
ally helping students in their study. With 
the use of software, administrative tasks 
have been reduced, making more time 
available for students. Wallace explains: 
“The mentors are not working for me, 
they are working for the students!”

I wonder what difference this makes 
to the feeling of a community. In order 
to explain that, we need to understand 
mentors better. According to Wallace, 
there are multiple levels of mentors: 
those that are a mentor for the first time, 
often second year students, and those 
that are more experienced. A freshman 
is mentored by a junior mentor, which 
in turn is mentored by the senior men-
tor. Three different years of students 
that all benefit from learning from each 

other. “If you think about students be-
coming a mentor in the second or third 
year, they are still being formed. There 
are still exercises they don’t know, there 
are leadership skills [developing], all 
these things that are not formally in the 
curriculum.” A mentor is still in for-
mation, and that is exactly the benefit: 
it creates and strengthens a connection 
between people while learning.

For the next step in a vision on com-
munity, I get a lesson in educational sci-
ences as Wallace tells me that the team 
formation at university is completely 
different from professional life. In a job, 
everyone works on what they are good 
at, you focus on your expertise and leave 
tasks you are not that good at to some-
one else. If you would do this in univer-
sity, you would not learn anything. The 
room for growth comes from working 
together with others with different skills 
at different levels than yourself. When 
asked if the mentor is part of the team, 
his answer is more than clear: “That’s 
very important! The way we are educa-
ting would not be possible without the 
mentors in this community.”

A community is not just formed 
through education, so what role does 
the existing community play in welco-
ming its new members? “There is a set 
of values of the BIT community,” Wal-
lace says. It has nothing to do with na-
tionality or culture, and will apply to 
Dutch students just as well as internati-
onal students. “For example, the way we 
want to collaborate. The community has 
the power to foster the good collabora-
tion strategies. If you are thinking about 
a product, you have experts in their own 
field working on their part and putting 
it together to create a product. Because 
the goal is the product. In learning, the 

goal is the process. This is something 
that the community has to teach.”   

Wallace admits that he has had his own 
difficulties in adjusting to a new com-
munity having worked and lived in Italy 
first and now in The Netherlands: “If 
you don’t know anyone from a com-
munity and you are detached, it is in-
credibly hard to learn the values of the 
community”. So, what can be done to 
facilitate that, for everyone, but maybe 
for international students in particular? 
“[The community] should be inclusive. 
The others, that arrive, should be invi-
ted, should be supported, and should 
feel hugged by the community.” And for 
any new community members reading 
this column: “The most important thing 
is being open-minded. Understand that 
you are in a completely new environ-
ment. I am an outsider myself - and not 
for the first time - and the way to suc-
ceed in such a scenario is to be open and 
listen more … before you talk.”

It seems like such an easy balance: in-
clusivity and open-mindedness. If you 
can make those match, the community 
will succeed. “I see some sparkles here 
and there”, Wallace states, “but there are 
still ways to improve”, one of them being 
participation. If any advice can be given 
to both community veterans and new-
comers: participate in the community, 
so we can make it flourish!

An ode to the community

//Column

Programme director BIT

by: Niels de Groot
Editor I/O VivatEditor I/O Vivat

About Wallace
Wallce Ugulino is a lecturer at 
the SCS group of the University 
of Twente and has been the pro-
gramme director of the Business In-
formation Technology programme 
since summer 2022.

Wallace Ugulino
Programme director BITProgramme director BIT

Long time ago, somewhere in the 
last century, as a kid, I once re-
ceived a book about computers. 
Looked like fantasy — machines 
thinking faster than humans, 
yeah, right! — and contained 
a lot of stories about bits and 

bytes, networks and chips, algorithms 
and numbers. The most fascinating of 
those was the one about programming 
languages: how people moved away 
from the idea that machines must be 
programmed in machine code, and 
embraced that it is ultimately up to 
us to define which language we want 
computers to speak, and tell them 
how to unambiguously interpret what 
we’re saying. This is what got me into 
this mess.

Later I’ve seen a computer, learnt to 
program — Pascal first, then Basic, 
then Assembly, C, C++, Prolog, LISP, 
Forth, Python — the pool of languages 
felt endless, and each brought new in-
sights and new ways to look at things. 
I never wanted to stop. With a Russian 
diploma in mathematics in hand I came 
to Twente to study “Telematics” (Tele-
communication + Informatics) a Mas-
ter programme where I learnt, among 
other things, Promela — a language 
to write formal models to be machine 
checked and to prove properties about. 
I did my PhD at the VU about langu-
age convergence: basically how to take 
a book that claims to define a program-
ming language, extract that definition 
out of it, squeeze all the bugs out and 
show that a new version of the same 
book is backwards compatible. (Spoiler: 
found some bugs in Java specifications, 
ha-ha!)

I’ve started going to international con-
ferences, meeting designers of those 

languages and authors of those books 
(oops), made myself a bit known in that 
domain as “the grammar guy”, and re-
placed my old hacker name (can you 
find it?) with “grammarware”, a cool 
term for “grammar-based software”. I 
still think it’s cool btw. I’ve learnt to use 
the term “software languages” instead 
of “programming languages”, because 
well… CSS, SQL, XML are definitely 
languages made for computers to un-
derstand us, but don’t exactly scream 
programming. Neither does wiki syn-
tax, which I’ve also learnt around that 
time, and put to good use: if it wasn’t for 
me, who else would’ve written articles 
about Hengelo or about Twents in the 
Russian Wikipedia?

When I was invited to join the industry 
by a compiler company, I accepted, see-
king new challenges in software langua-
ge engineering, and I was up for a treat! 
I’ve seen codebases spanning hundreds 
of millions of lines of code, I’ve worked 
with languages older than my parents, 
I’ve got technology awards from Micro-
soft simply because nobody dared to 
dream about things that were a part of 
our daily life. As an analyst, developer 
and chief officer I wrote code daily, led 
a team, negotiated with customers, gave 
three minute pitches and three day tu-
torials.

A couple of years ago, UTwente was 
looking for a new professor in software 
evolution, and I was happy to get back 
to my roots, thinking to continue on my 
quest of exploring, assessing and de-
signing new software languages in the 
academic setting. That’s what I’m doing 
now, in addition to answering hundreds 
of daily emails about all kinds of mo-
dules of the Bachelor programme and 
all kinds of specialisations of the Mas-

Greetings, humans!
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Programme director TCS

ter programme. You might’ve seen me 
in recorded microlectures of module 2, 
being interviewed or showing off my 
cat at InterActief events, or giving out 
diplomas to TCS graduates, perhaps 
you’ve followed a Master course or two 
that I teach, maybe we just passed each 
other on a bike lane on campus the other 
day. You don’t need to learn to know me 
as a director, but I hope we’ll interact at 
some point as humans.

When I was interviewed for this posi-
tion, I was asked what drastic change 
do I want to bring to (T)CS? I don’t. I 
think the programme is fine as it is, it 
can be improved slightly here and there, 
updated, polished, but I’ll be happy if 
it just keeps rolling, while keeping stu-
dents interested and teachers busy, and 
by keeping it personal even if we scale 
up. Looking forward to it!

About Vadim
Vadim Zaytsev is an associate pro-
fessor of software evolution at the 
Formal Methods & Tools group, 
and the director of Bachelor and 
Master programmes of Technical 
Computer Science. He was a UT-
wente student in 2002–2004.

by: Vadim Zaytsevby: Vadim Zaytsev
Programme director TCSProgramme director TCS
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As a campus student from 
Enschede, Prodrive’s loca-
tion on the Science Park 
near Eindhoven seems od-
dly familiar. Surrounded by 
greenery and walking paths, 
the campus seems peace-

ful and in no way industrial. Never-
theless, within Prodrive’s buildings 
they are working hard to “create me-
aningful technologies that make the 
world work” as they say. To be more 
concrete, some examples of their pro-
ducts include solutions for industrial 
automation, medical equipment, mo-
bility, energy and the semiconductors 
industry. A wide variety of tech can be 
found at the headquarters, probably 
much to the delight of the geeks that 
work here. 

Nevertheless, it is not just the tech geeks 
– mind you, because Maria, who we tal-
ked to, is in the resource management 
team. This team is responsible for all the 
software related to managing human re-
sources. With more than 2200 employ-
ees worldwide, not a simple feat. Some-
thing as mundane as tracking working 
hours becomes an interesting task, gi-
ven the flexibility that Maria describes. 
Basically, Prodrive’s office can be seen 
as a workplace at the disposal of its em-
ployees: you can work how many hours 
you want, schedule your own days and 
working from home seamlessly con-
nects to working from the office. “Any-
way, back to the resource management,” 
Maria exclaims, and so we continue.

Maria continues to show us a dash-
board that she started creating during 
her internship which is supposed to be 
a starting point for Prodrive employ-
ees. Everything from tracking hours to 
gym challenges, and from food choices 
to some kind of internal social medium 
can be found here. We later find out that 
even our entrance to this very building 
was automized: when we received our 
visitor’s badges, our host was automa-
tically informed of our arrival. And we 
thought they had just been very patient-
ly waiting! Maria laughs and continues 
to describe her experience at Prodrive 
by saying that patience is actually quite 
an important feature: even though it is a 
big company and there are many people 
working on all kinds of different pro-
jects, the community is always available 
to help you get started or go forward. 

There is room to grow, also as a student. 
“For everyone that is a software student, 
they have something really cool to do 
here.” In addition, there is always the 
possibility to discover your interests. “If 
you are working at Prodrive, you can al-
ways switch to an area you like.” Maria 
describes how many of her colleagues 
went from developer to architect, went 
into project management, or testing. 
Some became recruiters, and some re-
cruiters – like our host – are just now 
discovering how cool software develop-
ment is.

Speaking of our host, Patrick joins our 
meeting and explains more about Pro-
drive’s markets. Products from Prodrive 
can be found in many aspects of daily 
life, even though you may not be aware 
of them. Technically, you should not be 

aware of some of them, as they are clas-
sified (secrets, always cool!). Röntgen 
image processing is one example that 
Patrick does give, as well as high per-
formance server cabinets that are used 
in a variety of data processing activities. 
Moving to a different branch, we hear 
about Internet of Things projects and 

microcontrollers. Lastly, Patrick des-
cribes something that we should see in-
stead of hear about, and we are invited 
for a brief tour.

As we move across the offices to the lab 
and production environment, we are in-
formed of some safety regulations and 
get to hear more about the campus of 
Prodrive. There are several buildings, 
and we are being shown the lab that 
contains a robotic production line for 
electronic components. We need to put 
on special coats and put equipment on 
our shoes to prevent issues with elec-
trostatic discharge. As we move our way 
through the lab, and we get to see se-
veral examples of technologies that we 
discussed while meeting Maria. These 
seemed abstract at first, but now that 
we are standing in front of them and re-
ceiving another explanation with some 
additional gesturing it becomes clear 
what the idea behind the technology 
is. Many of the things we see today are 

parts to improve a production process, 
and some of the concepts here will later 
return when we take a look at the robo-
tic production line.

We walk up to the upper floors where 
we are almost run over by a huge cart 
that wants to enter the elevator quicker 

than we can exit, but we make it to one 
of the more visually interesting compo-
nents: robots. Not that other technology 
Prodrive creates and uses is not interes-
ting, but as said, for those not aware 
of the context and theory surrounding 
them, it may take some time to under-
stand. Robots, however, can be anthro-
pomorphized and that is why we find 
ourselves testing their social awareness 
a little later on by standing in the way of 
the robot carts holding parts that drive 
across the lab floor. In many cases they 
evade me, but in one instance I am in 
a full staring contest with them until 
I finally make enough room for them 
to pass me. As if we were children, we 
amused ourselves a little too well here.

The actual robotic production line has 
impressive statistics. Though we unfor-
tunately do not recall many, and pos-
sibly may not even give exact numbers, 
the speed with which this line runs 
is incredible. This is not necessarily 

thanks to the efficiency of each step in-
dividually or the process in its entirety, 
but because the robotic carts described 
earlier provide the different assembly 
steps with new parts to use in creating 
components, the downtime is very li-
mited. Of course, the whole process is 
intensely monitored as well, and with 
the engineer present we brainstorm out 
loud on what further improvements 
may be possible. We are both BIT stu-
dents after all…

At the end of the afternoon, our visit 
to Prodrive comes to a close. We come 
back to the topic of working at Prodrive 
and talk some more to Maria about her 
experiences. She tells us that it is hard 
to describe without bias what working 
at Prodrive is like, because she has had 
such a good time so far. The only way 
to really find out what it is like is to join 
them, she claims right before we exit the 
door. We cannot make any promises, is 
our reply. However, if you are interested 
in working with technology in a very 
varied workplace, Prodrive may be a 
good choice for you as a student from 
Enschede. We would recommend mo-
ving a bit closer though, as their offices 
are not particularly at a stone’s throw. 
Apart from that, we believe that any 
curious student from UT’s tech-filled 
campus would fit right in at Prodrive. 
After all, the only thing that changes is 
the campus.

A campus away from Twente “If you are working at 
Prodrive, you can always 

switch to an area you like.”

Working @ Prodrive
Did our visit and description of Pro-
drive spark your interest? Find out 
more about working at Prodrive 
through their website:

https://prodrive-technologies.com/
careers/

Puzzle
Pssst... At the back of this maga-
zine you can also find a puzzle 
created by Prodrive. Participate now 
and make sure you get the highest 
score!

Figure 1: Robotic production line at Prodrive. Figure 2: Maria is a software engineer at Prodrive. Will you be her colleague someday? 
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consider the following line of C-code: 
a*b;

What is this? Is it the declaration of va-
riable b of type a*? Is it a multiplica-
tion? The only way to know, is to look at 
the rest of the program, and determine 
if a and b are types or variables. This 
line is therefore context-sensitive. For 
my research, I tested an increasingly-
popular parser (srcML) for a language 
full of context-sensitivities: C++. 

Differential testing
The difficult part is actually obtaining 
testing data for a parser, since writing 
the correct trees by hand did not seem 
like a fruitful use of my six months. 
Being a lazy programmer, the best solu-
tion is always the automated one, so the 
way forward was to use a battle-tested 
parser (Clang) as reference. The only 
problem: how to know if the trees pro-
duced by both parsers are actually enco-
ding the same interpretation?

It was here where the first roadblock oc-
curred. Checking if two trees are equal 
is easy enough, but the different parsers 
use different terminology and perform 
different amounts of processing. long 
and long int are the same type in 
C++, but should they use the same 
name in the tree? Should all numbers be 
given in the tree in a unified format (e.g. 
decimal)? Is the case in a switch-
case the parent or sibling of the code 
below it? As it turned out, different par-
sers have different thoughts on these 
matters. The most realistic solution was 
to take both trees and convert those 
to trees that can be checked for direct 
equality, which is only possible after re-
solving the aforementioned issues. 

In the true spirit of every automation-
enthusiast, I thus spent months auto-
mating tree comparisons, to avoid spen-
ding months on actually comparing 
trees. Unfortunately: this is where I hit 
a second roadblock, causing me to still 
have to compare trees manually. The 
culprit: implicit conversions. 

In C++, one can define functions that 
convert a type to a (different) target type 
implicitly, allowing you to use an object 
of type A where type B is expected, as-
suming the presence of such an A->B 
conversion function. Whether or not to 
include such conversions into a tree is 
a design choice. When such nodes are 

included by (only) one parser but not 
marked as implicit in the tree, it is in-
credibly difficult to determine whether 
the same meaning was found by both 
parsers. After all, when comparing the 
trees it seems like some nodes are sim-
ply missing. As such, a new plan of at-
tack was required. 

Tool-assisted differential testing

At this point in my research, I had a tool 
which could unify most parts of trees 
and then perform diff-testing, but it was 
built under the assumption that any po-
tential bugs would be rare, and at most 
one per source file would be found. Gi-
ven that results were still desirable, this 
tool was modified to highlight potential 
bugs using colour coding, which allo-
wed to quickly perform manual diffing 
of large trees. An example of the output 
can be seen in Figure 2, where one par-
ser recognized a variable declaration, 
but the other a function declaration. 

At first, both trees are displayed as one, 
up until the moment they start diver-
ging. From that point on, both trees are 
printed separately, and special colours 
are added for “small” errors like skip-
ped or reordered nodes. This allows for 
quick scrolling through the output, and 
heavily reduces the need for actual in-
spection of the individual trees and the 
source code for which the trees were 
produced. 

As there was “only” time for a few hund-
red files to be inspected semi-manually 
in this way, the amount of tested pro-

grams was much smaller than initially 
hoped using a fully-automated appro-
ach. Nevertheless, 25 bugs were found 
in the srcML parser, many of which 
caused wrongly-parsed statements and 
some of which even caused (silent!) 
partial parsing of the program, thus 
omitting huge parts of the tree. 

A means to an end
I will admit that I had envisioned a dif-
ferent end to my studies than scrolling 
through colour-coded tool output for 
weeks during a corona-lockdown. Ne-
vertheless, this allowed me to write my 
master’s thesis, which was the eventual 
goal. The actual writing was relatively 
painless, but the road to it was quite 
bumpy at times. 

To all readers who still have to write 
their thesis, I hope that this bug-hun-
ting journey has made clear that things 
won’t always go as envisioned. The thing 
to remember is that even a lack of suc-
cess can be a good result if caused by the 
right reasons. Try to do it the way you 
like, but don’t regard the research as a 
failure just because your plan changed 
or your results aren’t what you’d hoped 
for. 

One final piece of advice: brainstorm 
about the topic before Research Topics! 
Don’t assume the “given list” of topics is 
all there is either. Meet with your favou-
rite teachers and ask them for interes-
ting angles. Very often, they’ll have exci-
ting ideas that they just haven’t written 
down yet. They’ll often give you a good 
point to start your journey. Where it 
takes you is anybody’s guess. 

About Rick
Rick finished his master Computer 
Science in July 2021, after having 
been a Teaching Assistant at the 
university for three years prior. He 
currently teaches CS at the senior 
level of high school (ages 15-18) in 
Meppel, and is in the closing stages 
of his Master in Science Education, 
which will yield a (full) teaching 
degree.  

More information, references and 
the full thesis can be found in the 
UT database:

https://essay.utwente.nl/86681/

Figure 2: Sample output of the tool for a 
program in which both parsers recognized a 
different structure. srcML recognized a vari-
able declaration, while Clang recognized a 

function declaration. 

Whenever your program 
inevitably doesn’t do 
what it should, you pro-
bably blame things in a 
certain order. In first, 
second and third place, 
you blame yourself. So-

mewhere in the top-10 you blame a 
fellow contributor or the framework. 
Around 50th place, you blame the 
compiler. For my thesis, I went for a 
hunt for bugs in software at the bot-
tom of the list: the parser. What do 
you discover when you take a “new” 
C++-parser and compare it to a pro-
ven parser, like Clang? 

Why would you even look there, you 
might ask? The fact is that a parser is 
necessary for almost all programs that 
operate on source code. This is not li-
mited to compilers. Parsers are also a 
requirement in tools like linters (e.g. 
Checkstyle) and refactoring engines. 
Bugs in parsers could therefore cause 
problems in various parts of the tool-
chain. 

Another reason was that parsers and 
compilers were already one of my more 
well-liked topics at the UT, in part due 
to applying theoretical concepts in 
practice. In this article, I will describe 
various aspects of the “thesis journey” 
I ventured on in the past year: what the 
thesis is about, but also what I stumbled 
upon in the process of picking a topic, 
performing the research and writing the 
thesis. Let’s go for a bug hunt.

Parsers and context-sensitivity

The parser can best be described as the 
piece of software that is responsible for 
recognizing the (grammatical) struc-
ture in your code. In order for a com-
piler to generate the correct low-level 
code for your program, it first needs to 
understand what you’re trying to tell 
it. Fortunately, this task is eased by the 
strict structure that a program needs 
to adhere to. For example, in most C-
like languages an assignment is formed 
using a variable name, the symbol “=” 

and an expression. It is the task of the 
parser to recognize this structure and 
generate a data structure for it. 

Most of the time, this data structure is 
a tree, expressing which code blocks 
contain which statements, which can in 
turn contain more statements, expressi-
ons and variable names. Figure 1 shows 
such a tree for a small sample program. 
These trees can quickly grow quite large. 
Constructing such a tree gets more 
complicated the larger the language is 
that you’re trying to parse. Other rules 
further complicate this process, such as 
priority rules (think of 3+4*5). 

Those who have worked with parsers 
before will now claim that this problem 
is completely solved, as battle-hardened 
tools like ANTLR can be given a gram-
mar and will generate a parser for it. 
Unfortunately, most programs also rely 
on context for their parsing, which is 
extremely error-prone. As an example, 

Hunting for bugs at the start of the 
software toolchain

Figure 1b: The tree representing the grammatical structure of figure 1a.
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Figure 1a: A small program with assignments
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systems are logged and later analyzed 
to improve our understanding of the 
attackers’ behavior.  Both academic 
and industrial researchers have used 
honeypots to further their knowledge 
about cybercriminals and their motives. 
The insights gained have been vital in 
advancing the development of security 
solutions.

How much data is collected by the ho-
neypot depends on the level of interac-
tion permitted to the user in the sys-
tem: low, medium, and high interaction 
honeypots. Whereas the quality of the 
collected data depends on the resem-
blance of the honeypot to a real system. 
Low-interaction honeypots consist of 
emulated protocols or network services 
without exposing the complete functi-
onality of the operating system. While 
they are easy to develop and deploy, 
they capture limited information about 
the attackers’ actions. Unlike low in-
teraction honeypots, high-interaction 
honeypots are real systems, imitating 
production systems, and designed to 
be vulnerable to attract attackers. Even 
though high interaction honeypots pro-
vide more insights into the attackers’ 
actions, exposing a real machine poses 
a greater risk of the adversaries taking 
over the system and using it for a real 
cyber-attack, e.g. as part of a botnet. 
Hence, these can be quite expensive to 
deploy and maintain.

For my master thesis, I, along with my 
supervisors, introduced a novel honey-
pot design using the microservices ar-
chitecture, HoneyKube, to collect attack 
data for this architecture. We exposed 
it to the internet with a realistic web-
based application on the user end, hi-
ding the true nature of the honeypot to 
attract attackers. Our application uses 
Kubernetes for container orchestration 
and Google Kubernetes Engine (GKE) 
for deployment. The collected data 
from HoneyKube can help further the 
research in designing adequate security 
solutions to secure microservices-based 
environments.

Design

Since honeypots are baits for the attac-
kers, the more realistic the trap, the hi-
gher the chances of the attackers biting. 
Keeping that in mind, we designed Ho-
neyKube to meet the following require-
ments:

1. Monitoring: The honeypot 
should be able to effectively and ef-
ficiently monitor and record the ac-
tivities performed by the attackers. 
2. Interaction Level: The honeypot 
should provide considerable interac-
tion surfaces to engage the attackers, 
which will enable real data collection. 
3. Fingerprintability: If the attac-
kers realize that the attacked sys-
tem is a honeypot, they will stop 
in their efforts to compromise it. 
4. Security Defenses: While the honey-
pot is intentionally designed for attac-
kers to exploit, we need to prevent at-
tackers from causing damage to others 
on the Internet.  Figure 1 shows a high-
level picture of this design with all of 
these components.

The monitoring setup is the most es-
sential part of a honeypot since it is 
responsible for collecting data from the 
attackers’ interactions. The microser-
vices architecture consists of multiple 
microservices, communicating both in-
ternally with each other and externally 
with the rest of the Internet. Hence, we 
designed the monitoring system of Ho-
neyKube to collect data at multiple ob-
servation points. The data collected by 
HoneyKube included the system calls 
executed within each container and all 
network interactions with the honey-
pot, including internal flows between 
the microservices.

We used an open-source e-commerce 
application as a baseline to build a be-
lievable web-based application on top 
of our monitoring infrastructure and 
increase the chances of luring the attac-
kers to attack. Since the attackers could 
have been familiar with this application, 
we introduced significant changes to the 
original application to change its look 
and feel. Next, we enlarged the playing 
ground for the attackers by injecting 
vulnerabilities in the honeypot. These 
vulnerabilities allow attackers to breach 
the system and move laterally within 
the cluster, improving the quality of the 
data we collect. Lastly, we try to mini-
mize the damage an attacker can cause 
if they gain control of the system by em-
ploying some security measures to pre-
vent misuse, such as sending phishing 
emails or performing DDoS attacks.

Observations

We conducted two experiments, an 
open one, where we exposed HoneyKu-
be to the Internet, and a controlled one, 
where we exposed it to a set of recruited 
participants. The open experiment was 
active for two weeks, while the control-
led experiment was for three weeks. We 
collected approximately 850 GB of data 
from the two experiments, consisting of 
system trace files, network trace files, 
and various log files. The preliminary 
analysis of this data gave us some idea 
of the attacks recorded from the two ex-
periments.

Within the two of the open experiment, 
we noted numerous (approx. 11500) 
brute-force attempts to access the inter-
nal servers of HoneyKube, out of which 
only 12 attempts succeeded in entering 
the server. The attackers’ actions recor-
ded from these 12 attacks revealed them 
to be automated attacks by bots scan-
ning the Internet for vulnerabilities.

The controlled experiment simulated a 
targeted attack scenario since the par-
ticipants knew that HoneyKube was a 
honeypot and that the backend used 
microservices architecture. The data 
collected from this experiment showed 
that the participants attempted to bre-
ach HoneyKube on multiple interfaces 
(i.e., different microservices). The in-
sights gathered from this experiment 
included the different approaches and 
vulnerabilities used by the participants 
to gather intel and gain control of the 
system, and the tools used for these 
purposes. These insights prove that the 
monitoring setup we devised for this 
architecture effectively recorded the at-
tackers’ actions.

About Chakshu
Chakshu Gupta is a Ph.D. Candidate 
with the Services and Cybersecurity 
group at the University of Twente. 
Her research focus is on the secu-
rity of IoT devices using machine 
learning. Her earlier education in-
cluded a Bachelor’s in Computer 
Science from India, graduating in 
2016, and a Master’s in Computer 
Science, specializing in cybersecu-
rity, from the University of Twente, 
graduating in 2021. More informa-
tion, references and the full thesis 
can be found in the UT database:

https://essay.utwente.nl/88323/

We are all familiar with 
Netflix, Spotify, Uber, 
and Amazon and have 
probably used at least 
one of these applicati-
ons. In the last decade, 
all of these companies, 

along with many more, switched 
their software development architec-
ture from one monolithic software to 
hundreds or even thousands of small 
microservices. This microservices-
based architecture, which evolved 
from the Service-Oriented Archi-
tecture, involves breaking down one 
enormous application into multiple 
loosely coupled independent servi-
ces. Such a modular architecture ena-
bles easier development, deployment, 
better maintainability, and flexible 
scaling of services. With the advance-
ments in containerization and cloud 
technologies, it has become more fea-
sible to manage and maintain such an 
architecture, resulting in more orga-
nizations adopting it.

The microservices architecture presents 
a significantly different setup from the 
traditional monolithic one that consists 
of single-tiered software. The various 
components of a monolithic architec-
ture are interconnected and interdepen-
dent, using shared code and memory. 
The modular design of the microservi-
ces architecture consists of a significant-
ly higher number of independent parts 
that communicate with each other for 
their functionalities. Even though such 
an architecture comes with many be-

nefits, including some security-related 
ones like the separation of concerns, the 
large number of moving parts pose fun-
damental challenges in securing these 
environments against cyber threats. At 
the same time, as the adoption of mi-
croservices increases, there is a rise in 
the motivation amongst attackers to 
find innovative methods to compro-
mise them. The last few years have wit-
nessed a large number of attacks against 
such containerized systems [1][2][3]
[4]. These attacks ranged from infected 
docker images pushed to Docker Hub 
[4] to the development of malware that 
enables the attackers to break out of 
containers and establish a backdoor [3]. 
Because of the fundamental differences 
in the underlying technology, attacks 
targeting microservices-based systems 
differ from traditional attacks, both in 
terms of method and targeted vulnera-
bilities. Due to these differences, traditi-

onal intrusion detection and prevention 
systems designed for monolithic sys-
tems are not as effective when applied 
in containerized environments. Hence, 
to properly understand such differences 
in attack patterns and design effective 
security solutions, we need real-world 
data about the methods adopted by at-
tackers.

For this purpose, honeypots are highly 
valuable. The honeynet project (https://
honeynet.org) developed honeypots to 
facilitate data collection from genuine 
attacks and use the data to identify at-
tack patterns. Spitzner defined ho-
neypots as “decoy computer resources 
whose value lies in being probed, attac-
ked, or compromised” [5]. Since decoy 
systems have no production value, any 
access attempt or interaction with these 
systems is considered a probe, scan, or 
attack. The ongoing activities on these 

A Honeypot based on  
Microservices Architecture

Figure 1: Overview of HoneyKube’s design with its major components: a) monitoring and 
recording, b) a honeypot using the microservices architecture and resembling a real system, 
c) visible to attackers, and d) security defenses in place to prevent misuse of the system.
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bra within the European Union.” In his 
opinion, allowing Libra to operate in 
the European Union would pose risks to 
the security of consumers, the stability 
of financial markets and the sovereignty 
of member states. 
He is, however, not 
against the idea of 
digital currencies. 
At a meeting in 
Helsinki, he said we 
have “[...] to think 
about this question 
of digital currencies 
and maybe think 
about the possibility 
of having a public 
digital currency.”

This sentiment is also echoed in regu-
lations imposed on financial instituti-
ons. The PSD2 standard imposes strict 
checks on who is allowed to operate 
financial services, but the Libra Asso-
ciation has expressly said it will not vet 
developers who want to create alternate 
wallets or join the network in other ca-
pacities.

But the problem here goes further 
than just determining who can access 
the network. At announcement, it was 
unclear what the legal status of Libra 
would even be. Would banking regu-
lations apply, or should it be seen as 
an investment fund? This concern was 
raised among others by the Dutch Cen-
tral Bank, and even they weren’t sure if 
it would classify as either of the two.

If we were to look at Libra as a new type 
of bank, we can see another issue. Vari-
ous economists were worried about the 

interest your Libra money would ac-
crue, or more precisely, the lack thereof. 
They argue that your individual contri-
bution would indeed have accrued very 
little interest, but Libra was aiming for a 

user base in the billions. Accumulating 
a little interest over a lot of users would 
still be quite some money.

Economists also had a second, arguably 
more pressing issue. Libra was intended 
as a globally available stablecoin, and it 
would likely have been more stable than 
monetary tools of third world countries. 
It is easy to imagine people there con-
verting their savings into Libra, which 
would only serve to increase the vola-
tility of the local currency. This would 
quickly start a feedback loop driving a 
hyper-inflation scenario for the cur-
rency.

But in early 2022, Facebook announced 
it would be ending development of the 
Libra Project, by now rebranded to 
Diem, and selling its technology to Sil-
vergate Caption. Silvergate was already 
part of the association and would issue 
the tokens as a Federal Reserve-regula-
ted bank. However, even US regulators 
weren’t all that comfortable with the 

setup.

This follows an earlier decision by the 
European Union to completely ban 
the operation of Diem until 2024, af-

ter which the head-
quarters of the asso-
ciation moved from 
Switzerland to the 
United States. The 
proposed MiCA 
framework would 
put strict regula-
tions on the ope-
rations of crypto-
markets. It may also 
classify Diem as so-

called e-money, imposing even stricter 
regulations.

In its rather limited public response, Di-
em’s CEO also referenced the stance of 
regulators. “It nevertheless became clear 
from our dialogue with federal regulators 
that the project could not move ahead.” 
But another analyst, Rob Enderle, was 
more skeptical about the ending of the 
project: “There is a lot of distrust sur-
rounding cryptocurrency, and a lot of 
us in the industry are convinced it is a 
big Ponzi scheme. The Diem asset sale is 
another red flag on crypto.”

“It was unclear what the legal status 
of Libra would even be. Would ban-

king regulations apply, or should it be 
seen as an investment fund?”

Figure 2: Stuart Levey, CEO of Diem (formerly known as Libra).

Diem
2017: Morgan Beller starts working 
on Meta’s blockchain initiative.

May 2018: First reports that Face-
book is planning a cryptocurrency 
with former Meta vice-president 
David A. Marcus in charge emerge.

May 2019: It is confirmed that 
Facebook is developing a crypto-
currency known as “Globalcoin” or 
“Facebook coin”.

June 2019: The project is announced 
under the name “Libra”. The first re-
lease is planned for 2020.

November 2020: The project name 
is change to “Diem”, Latin for “day”.

January 2022: It is reported that 
the Diem Association is selling its 
assets to Silvergate Capital for a re-
ported $200 million.

It is now almost three years since 
I attempted to write an article on 
the then newly-announced Li-
bra cryptocurrency, a stablecoin 
backed by Facebook and various 
partners like Uber, Spotify and 
Vodafone. But over time there 

was little progress, both for the article 
and Libra at large. But contrary to my 
article languishing in obscurity, Libra 
was met with immediate and fierce 
feedback, as can be expected with 
everything Facebook does and an-
nounces. The feedback was so intense, 
that three major financial institutions, 
PayPal, Visa and Mastercard, pulled 
out rather quickly.

This scrutiny certainly wasn’t unfoun-
ded, at the time, the Cambridge-Ana-
lyitica scandal was still a hot topic, and 
allegations of political manipulation 
would soon surface as well. In the court 
of public opinion, Facebook was far 
from an ideal steward for this project, a 
lot of questions were raised about what 
Facebook would do with the financial 
data it would get access to. The criticism 
didn’t end there however, from central 
banking agencies to economists and go-
vernment officials, a lot of criticism had 
been leveled at the Libra project over 
the years.

The association behind Libra had an-
nounced its goal to be building “[...] a 
global, digitally native, reserve-backed 
cryptocurrency built on the foundation of 
blockchain technology.” This may seem a 
bit of technobabble meant to attract in-

vestors, but the whitepaper points to a 
few key differences from the then esta-
blished cryptocurrencies.

Nowadays, we’re all aware of NFTs, 
crypto schemes allowing you to buy ow-
nership of an underlying asset, ranging 
from monkey JPGs to a pair of Nikes. 
Whether or not the underlying asset is 
physical, owning the token conveys ow-
nership of some good. This is very simi-
lar to a reserve-backed currency, where 
you instead can convert your coins to a 
currency from the reserve. In essence, 
this is a return to the US gold-standard 
or the Bretton Woods system, linking 
the dollar and euro to gold. For various 
reasons, modern-day economists consi-
der this a flawed idea, mainly because it 
limits how the inflation of the currency 
can be shaped.

A further difference between Libra and 
other blockchains was its consensus 
mechanism. In due time, a permission-
less proof-of-stake system would be em-
ployed. But for the first five years or so, 
the coin would process transactions via 
its members as a permissioned block-
chain. This is an interesting decision, 

as blockchain technology is usually em-
ployed in scenarios where the partici-
pants are adversarial yet complete trust 
must exist. The permission required al-
ready implies some level of trust, so this 
raised another common question. What 
purpose would the blockchain serve in 
this scenario?

Another difference is one I haven’t 
seen since in the crypto space. Libra 
would not have a cap to the amount of 
coins that could be minted, much like 
how traditional currencies work. Libra 
wouldn’t even commit to a monetary 
policy, instead, the association “mints 
and burns coins in response to demand 
[...].” This runs counter to the traditio-
nal crypto-wisdom that they would be 
better because the supply was fixed. But 
traditional fiat-currencies also are not 
minted in response to demand, instead 
their amount is manipulated to aim for 
a given rate of inflation.

Officials in the European Union were 
quite vocal about their concerns. The 
then French Minister of Finance, Bruno 
le Maire, told reporters he felt that  “[...] 
we should refuse the development of Li-
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Just over a year ago the European 
Union has proposed regulations 
on artificial intelligence (AI), the 
first ever regulations proposed 
regarding artificial intelligence 
on such a scale. With these regu-
lations the European Union aims 

to protect its citizens against malici-
ous or intrusive AI applications.

The regulations proposed, aim to li-
mit the development of AIs that are a 
danger to the rights and safety of the 
citizens. The EU opted for a risk-based 
approach: the higher the risk to the so-
ciety or its rights, the stronger the regu-
lations. Not only leading towards requi-
rements for greater transparency but for 
some applications going a step further: 
for example, the proposal contains a soft 
ban on biometric and indiscriminate 
general surveillance. Meaning that a 
company cannot just hang some came-
ras around public places and use AI to 
identify and track people.

If you are interested in getting into the 
details of it all I do recommend you give 
the proposal a read. It can be a bit long 
winded and tedious, but it does give in-
sights into the goals of the EU for these 
regulations. Also, it is important to note 
that, while generally well supported, the 
proposal is still that: a proposal. Chan-
ges will likely be made before it is ac-
cepted and taken into legislation, or in 
a more extreme case it might be dis-
missed altogether.

Problem solved?
So, problem solved right? If implemen-
ted these regulations will protect our 
safety, health, and rights from compa-
nies and governments using AI. This is 
true to a large extent, especially consi-
dering the capabilities of AI at this mo-
ment. However, this is where the para-
digm shift of AI comes in: algorithms 
are simply given a goal and a bunch 
of correct examples, we don’t tell them 
how to do it. Where we can understand 
the purpose of all the parts of a conven-
tional machine or piece of software, this 
can be very difficult for parts of an AI.

The killer spam filter
Let’s elaborate on why this is an issue 
with an example : Imagine a self-impro-
ving AI with the task to remove as much 

spam mail as possible. At the start the 
AI starts learning from the dataset it is 
given. It continues to find spam mails 
better the more time it learns. This goes 
on for a while, and the AI seems to only 
be getting better and better at finding 
spam.

As the AI keeps improving itself some-
thing special happens: it starts to see 
benefits in understanding the writing 
and the concepts the words represent. 
This makes it even more efficient and 
starts the process of the AI picking up 
intelligence in a much wider sense than 
expected by the developers. As the AI 
improves itself further it picks up a 
sense of general intelligence. With this 
human-like intelligence it finally comes 
to the conclusion that the best way to 
remove spam messages is to prevent 

them from being sent: eliminating eve-
ryone that can send spam would be the 
ultimate way of removing spam mails. 

This example is a variation on the fa-
mous paperclip theory thought expe-
riment: a dive into how a super-intelli-
gent AI might cause the apocalypse. To 
many this example may seem a bit fan-
tastical, but it illustrates how a goal dri-
ven AI can cause massive unforeseen is-
sues. A manually implemented solution 
to the problem “remove as much spam 
as possible” would likely create a spam 
filter that filters based on a detection of 
words, sentences, and email addresses. 
As humans we understand implicit ethi-
cal borders, but an AI simply works wit-
hin the borders explicitly outlined to it , 
it has no concept of ethics. Our greatest 
threat is not that AIs turn against us, 
the risk lies in AIs doing what they are 
asked to in drastically unforeseen ways.

So just set stricter rules for the AI, and 
we will be fine right? Well yes, if we 
would have set some rules on what the 
AI was allowed to do and what not we 
could have stopped it from killing the 
world. However, the problem is that it 

might be very hard to set all the right 
rules to prevent things going wrong, 
and it only has to go wrong once.

Are we doomed?
Luckily, there are a few things mitiga-
ting the danger of rogue AIs. As artifi-
cial intelligence becomes more popular 
than ever so does research into ethical 
artificial intelligence and explainable 
AI. Tackling how we apply ethics to AI 
and how we can understand the process 
of an AI respectively.

On top of that the levels of intelligence 
an AI would have to achieve to form 
such existential dangers to us, are sim-
ply not reached. And there is no con-
sensus on when, or even if, such levels 
of intelligence can be reached. However, 
there are some that predict that we can 
reach such levels of AI at the end of the 
decade.

As long as there is a chance such intel-
ligent AI can be created, we risk existen-
tial crises if they are not implemented 
with an utmost focus on safety. Howe-
ver, we are not doomed, yet.

Regulate before it’s too late
While there are agreements between 
companies to limit the dangers of AI, 
we will need more than that, because we 
cannot rely on companies to regulate 
themselves without supervision.  There 
have been plenty of examples of ethics 
being disregarded at companies when 
economic incentives are high. So, with 
potential risks as big as these it is neces-
sary to set governmental regulations on 
AI development. The first steps by the 
European Union are a good start, but 
they do not tackle the greater, possibly 
existential, risks of artificial super-intel-
ligence yet.

Yes, it is unsure if we can have an AI 
smart enough to pose such a danger to 
us all, but it would certainly be nice to 
have precautions in place, just in case it 
is possible.

“Our greatest threat is not that 
AIs turn against us, the risk lies in 
AIs doing what they are asked to 
in drastically unforeseen ways.”
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Figure 1: A visualization of the risk-based approach by the European Commission Figure 2: Security cameras with facial recognition can be used to track everyone’s moves.
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specification. This would save us a lot of 
manual work, and having a system that 
is somehow constructed from its spe-
cification should imply that it adheres 
to it as well. This approach is known as 
LTL synthesis.

LTL synthesis is not a new technique. 
The synthesis problem was first in-
troduced by Church in 1957 and was 
solved in 1969 by Büchi and Landwe-
ber. So why is it not widely used eve-
rywhere? Among other reasons, LTL 
synthesis suffers from scalability issues; 
It is known that the LTL synthesis pro-
blem has a double-
exponential time 
complexity. This 
makes the techni-
que very difficult to 
apply in practice, 
however it is not 
impossible. After 
all, there are plenty 
of theoretically ex-
ponential problems 
solved daily. A fa-
mous example is 
the traveling salesman problem which 
is NP-hard yet has many applications in 
logistics and the manufacturing of mi-
crochips. By clever engineering, we can 
often make these theoretically difficult 
problems doable in practice.

Binary Decision Diagrams

One technique that can be used to im-
prove the performance of LTL synthesis 
in practice is by using a smart encoding 
for propositional formulas. It relies on 
the observation that any propositional 
formula can be represented as a so-

called binary decision diagram (BDD). 
BDDs are directed acyclic graphs where 
each node represents a boolean variable 
in the formula and each edge represents 
an assignment of the variable. When 
used in their canonical form, BDDs 
can be used as an efficient data model 
for sets and operations on them, such 
as union and intersection. Since most 
algorithms in LTL synthesis operate on 
automata, and an automaton is essen-
tially just a tuple of sets, BDDs could 
improve the performance of these algo-
rithms significantly.

Research

In my research, I implemented an LTL 
synthesis tool using BDDs and a recent-
ly invented LTL normalization techni-
que. It was then compared against the 
state-of-the-art. Although my tool was 
mostly slower than existing solutions, 
there were interesting exceptions. Most 
notable was a case where my tool was 
able to find a solution more than 30 
times faster than the winner of the syn-
thesis competition of the last few years.

I submitted the tool to the 2021 synthe-
sis competition as well, and although 
expectedly it did not receive first place, 
it also did not end in last place! Con-
sidering that I have had a lot less time 
for implementing optimizations and 
that the tool was a lot more prototypical 
than the other submissions, I was quite 
surprised and happy with the results.

The results of the research have left a 
plethora of future work. What exactly 
makes that one example so much easier 
with my tool than with others? Perhaps 
we can somehow use this information 

for further optimi-
zation. Also, many 
other optimizations 
can still be imple-
mented. It would 
be interesting to 
see how far we can 
stretch this appro-
ach. Maybe we can 
identify structural 
properties of the au-
tomata that can be 
used to optimize the 

BDD encoding, or there could be other 
optimizations that I have fully overloo-
ked.

I invite you to have a look at my thesis 
for all the details and the mathematics 
that I could not cover in this article. Feel 
free to contact me with any questions 
and be sure to let me know if you are 
considering the topic for a Bachelor or 
Master thesis.

About Remco
Remco Abraham finished his master 
Computer Science cum laude in July 
2021. His thesis titled “Symbolic LTL 
Reactive Synthesis” was graded a 
10/10. He was offered a PhD posi-
tion at the University of Twente but 
decided to pursue a career outside 
academia instead. He is currently 
working as an IT-consultant at NA-
VARA.

More information, references and 
the full thesis can be found in the 
UT database:

https://essay.utwente.nl/87386/

“Whereas a malfunction in our favorite strea-
ming service may result in ruined plans for the 
evening, the consequences when one of these 
critical systems fails can be much graver, po-

tentially even risking people’s lives.”

Figure 1: Interface of a THERAC-25 machine.

Software is playing an ever-in-
creasing role in our day-to-day 
lives. Visibly, through our use 
of social media, streaming ser-
vices, and other applications, 
but also invisibly, by suppor-
ting and controlling critical 

parts of our society, such as supply 
chains, water management, medical 
devices, the power grid, and so on. 
Whereas a malfunction in our favorite 
streaming service may result in ruined 
plans for the evening, the consequen-
ces when one of these critical systems 
fails can be much graver, potentially 
even risking people’s lives.

There are many examples of software 
failures that have caused serious dama-
ges of various kinds, such as financial, 
societal, or even loss of human lives. A 
tragic historical example of the latter 
kind is the set of bugs in the Therac-25 
machine. This machine was a radiation 
therapy machine used in the 1980s and 
has caused at least six accidents by ad-
ministering a serious radiation overdo-
se, causing three deaths.

Examples like these illustrate the impor-
tance of reliability in software. How sure 
are we that our software does exactly 
what it is supposed to do under all cir-
cumstances? Depending on the context, 
the level of the desired certainty may be 
different. Many software applications 
can be shown to be sufficiently reliable 
by extensively testing various scena-
rios, manually or automatically. Howe-
ver, no matter how extensive, tests are 

hardly ever exhaustive, meaning that 
there are almost always untested sce-
narios. Testing, therefore, reduces the 
risk of failure but does not eliminate it. 
If after testing, the risk of failure is still 
too high when weighing the potential 
consequences, we need other means to 
increase our confidence in the product.

Model-checking

One reliable approach entails making a 
mathematical model of the system in a 
language for which we can write a for-
mal specification. We can then check 
the model against the specification 
using various mathematical techniques 
such that we can prove that the model 
adheres to the specification. Assuming 
the model accurately describes the real 
system, it provides very strong evidence 
that the system behaves correctly.

In literature, this technique is known 
as model-checking. It has seen some 
great applications already. Usually, the 
model that is used in model-checking 
is some sort of automaton which is a 
graph-based execution model in which 
the nodes represent the different possi-
ble states of the system. We can then use 
specification languages over these auto-
mata to specify the desired behavior of 
the system.

LTL

Linear temporal logic, or LTL for short, 
is such a specification language. It is a 
temporal logic, meaning it is a logic that 
can be used to write propositions over 

time. To illustrate, let us first consider 
the proposition P ^ Q in propositional 
logic over the atomic propositions P 
and Q. This proposition has no notion 
of time. Suppose we have a four-state 
automaton for all combinations of P 
and Q, then the proposition P ^ Q can 
be evaluated for all those states, and 
only for the state where both P and Q 
are true will the proposition be true. 
Now LTL can be used to express state-
ments such as “In the next state, P ^ Q 
will hold” or “At some point, we will 
reach the state where P ^ Q holds”. We 
can even express statements such as “Q 
holds as long as P holds”. 

To see why this is useful, suppose we 
are modeling a system for a drawbridge. 
Let P mean “the bridge is open” and Q 
mean “the barrier is lowered”. Then the 
statement “Q holds as long as P holds” 
becomes “The barrier is lowered as long 
as the bridge is open”, clearly a desira-
ble property of a drawbridge. This illus-
trates that LTL can be used to express 
the specification of a system.

LTL Synthesis

Model-checking with LTL is extremely 
useful when we need guaranteed cor-
rectness of an existing implementation, 
but what if we do not have an imple-
mentation yet? We would first have to 
write the specification and build the 
system to then check whether the sys-
tem adheres to the specification. This 
is fine, but what if instead we could au-
tomatically create the system from the 

//Article

LTL Model checking

by: Remco Abraham
Winner ENIAC Thesis AwardWinner ENIAC Thesis Award



Puzzle//Puzzle

Puzzle
• The puzzle is to maximize the score of a single player game of Scrabble (Wordfeud)
• Unlimited amount of letters 
• You can start everywhere, but every word after the first needs to be connected
• Only allowed to play each unique word once
• Boards are in 25 different sizes of (6x6, .., 30x30), this results in n=6,7,..,30
• A triple word score tile is located on each of the tiles where the row and the column index are a multiple of 

5. (e.g. 0,0; 0,5; 0,10; 5,0; 5,5; 5,10 etc)
• The value of a letter is its index in the alphabet modulo 10 (e.g. a=0,b=1,c=2,..,z=5)
• The list of allowed words contains both Dutch and English words and can be downloaded from the website

Scoring
Scoring happens by grading the solution for each n and combining these in a single score.

For each of the 25 values of n, you will get a subscore between 0 and 1. The subscore is calculated by dividing 
the best score of any contestant for that n by your best score for that n.

Assume you are the first to submit a solution with a score of 50 for n=5. Since this is the only submission for 
n=5, it is also the best raw score currently submitted for n, resulting in a subscore of 1.0 points.

Another contestant submits a solution for n=5 with a score of 58. Now your subscore is reduced to 0.862 (=50 
/ 58).

Your total score is the sum of all your subscores. This means your total score is between 0 and 25. The goal is 
to maximize your total score. Note that your total score is not fixed! As other people submit solutions your 
total score might drop, so keep an eye on the submission page.

Submitting
For each word on the board you want to submit, specify the row index 
(0-based), column index (0-based), horizontal (H) or vertical (V), and 
the word.

When you place a word that extends another word, you need to play 
the extended word. (e.g. the tile before and after your word should be 
empty or non-existent)

To see the current standing, deadline and to submit your solution, go 
to: https://puzzle.prodrive-technologies.com


