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This fall thirty students and two professors of the former Compu-
ter Science faculty will go on the journey of their lifetime. We will
go on an adventure to the United States of America. This adventure
is a study tour and we will visit both universities and companies in
Boston, New York, Washington D.C. and San Francisco. During this
study tour Harvard University, Stanford University and MIT will be
attended. Also Philips Medical, Deloitte, The Pentagon, Sun Micro-
systems, HP and several other companies will be visited. This special
edition of the I/O Vivat will be provided to the hosts and speakers on
each visit, therefore this special publication, called the Kryptos Vivat,
is written in the English language.

The name of this study tour is Kryptos. If you knew that this name is
related to the research subject of the study tour, then you immediately
could guess that the subject is I'T security. Therefore this I/O Vivat is
filled with articles in the I'T security area.

As a preparation for the study tour to the United States the partici-
pants of the study tour went to Getronics PinkRoccade in Apeldoorn
for a company visit. As a result of this visit an article about this com-
pany visit is published in this Kryptos Vivat.

Some of the participants of the study tour have written a contribution
to this issue as a result of a preliminarily course of the study tour. The
subjects of these articles are about Security and Instant Messaging,
Security and Linux and Risks of DigiD.

Moreover, this edition contains an interview with Ronald Leenes
from the Tilburg Institute of Law, Technology and Society. And as
every issue of the I/O Vivat there is a “Visiting...” (better known as
“Op bezoek bij...”). This time “Visiting... Fox-IT”; this company
only accepts special ICT Security projects, so if you atre curious what
these projects are, you should read this interview.

Furthermore the proceedings of the Kryptos Symposium are presen-
ted. This symposium about IT Security will take place on September
13th. There will be several lectures and workshops of major busines-
ses and universities. If you are interested in this subject I recommend
visiting www.kryptossymposium.nl for more information about it
and subscription to this great event.

To conclude this preface I wish you much reading pleasure with this
special Kryptos Vivat. B

Kimberly Lemmens, Chairman Kryptos Study Tour
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What is Van der Hoeven searching for...

A sense of security?
Some day I was visiting an institution, with some col-
leagues, that manages and processes large quantities of
sensitive information. The demands for reliability and pro-
tection (against unauthorized access) there are very high.
We got a tour. Evidently many threats were thought of. A
considerable bombardment would not worry the company.
On the way back we wondered how sadistic and unscru-
pulous we would have to be to, via a familiar per-

son within the company, one of our alumni for
instance, force access and by-pass all protec-
tion measures. Much more unscrupulous and
sadistic than we would think of ourselves,

and without the guarantee of success. But
there are more sadistic and unscrupulous
people on this world than those that are

capable of a bombardment. Why did we

hear so much about the protection against

bombardments and nothing about the pro-
tection against unscrupulousness and sa-
dism? And why did not ask
about it?

The intention of
this piece is not

to warn students

about the risk
of unscrupulous
and sadistic tea-
chers. But the role
of man in security
and  protection
interests me. The
relation  between
people and their
exhibits
some strange traits.
Everybody wants to be

protected from evil, this

security

is elementary survival in-
stinct. The sense of secu-
rity is therefore a highly

appreciated feeling. But there is no feeling as misleading as
that feeling. And it quite often happens to us that we think
we are safe, while the contrary turns out to be true. Do
we have a repressing mechanism here? Does everyone who
thinks carefully about security and reliability see so many
threats they cannot protect themselves against that they die
from fear? So we rather not think at about it at all>? Hmm.
Let me not amateurishly psychologize.

The rule of thumb for good protection is “Keep it
simple, and don’t trust secrecy”. The background
of this rule of thumb is that simplicity and the
public nature helps you in seeing your own stu-
pidity, helps you to project into the cleverness
of the attacker, and protects you against your
own misplaced carelessness. Hmm. Stupidity,
cleverness and carelessness, are those not hu-
man traits for gentle nerds? Where is the true
human evilness?

I take back what I said earlier about unscru-
pulous teachers. Should you ever
think about security, quickly
forget your image of the some-
what dopey teacher who is so
boring and professional. He
is standing behind you, and
he is cruel and depraved.
He knows everything
about you, and no-
thing that is dear
to you is worth
anything to him,
your life to the
least. Now think
calmly about se-
curity. I will feel
safe at your simple
solution.

Gerrit van der Hoeven

September 2006
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Have you always been fascinated by foren-
sic investigations as seen in the television
series Crime Scene Investigation, but are you
wondering how a background in computer
science can be combined with it? We visited
a company that links both worlds: Fox-IT.
From Pim Fortuyn'’s computer to state secrets
of the national government, for Fox-IT it is all
in the game. We spoke with managing direc-

tor Ronald Prins.

Visiting...

The company

Generally speaking Fox-IT provi-
des IT Security, but within this area
only special projects are handled. As-
signments are only accepted if they
are special: special for being of high
technological level, or special becau-
se the customer has very distinct de-
mands. The emphasis at Fox-IT is on
‘exciting’ projects, amongst others
because this keeps the employees
well-motivated.

In 1999 Fox-IT was founded by Ro-
nald Prins and Menno van der Marel.
Both had worked for the Nederlands
Forensisch Instituut (Dutch Foren-
sic Institute). The challenge there,
however, was not very great, which
during a game of squash made them
decide to move on to corporate life.
Fox-IT is in a lesser amount involved
with work for police and justice de-
partment, but mainly with large mul-
tinationals and governments.

The company is divided in five
Business Units: Forensics & Audits,
Crypto, Projects, Managed Security
Services en Training.

The Business Unit Forensics & Au-
dits is in fact the basis of the com-
pany. Today many networks are still
hacked and internal employees lower
their efficiency by looking at adult
material during working hours. Re-
cently Fox-IT wotked on a case in
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which a managing director of a large
multinational had embezzled forty
million euros.

To prevent abuse the auditors of Fox-
IT work in
a  pragmatic
way by first
using a ‘cow-
boy approach’
to fiddle with
systems, and
later on per-
form  struc-
tural  pene-
tration  tests.
Eventually
an advice is
given to
achieve bet-
ter security, which often results in a
secondary assighment to implement
the recommendations (by the Busi-
ness Unit Projects).

Should anything have already gone
wrong, Fox-IT looks for traces that
may have been left on systems, using
in-house developed techniques and
methods. Employees who — against
the company policy — have watched
adult material during working hours
can for instance be fired with a good
reason. The experience that is gained
at Forensics directly flows back to
Audits, so prevention methods con-
tinuously match the attacks that are
used.

Fox-IT

Prins mentions that in fact there is
not a single company that offers the
same total package as Fox-IT. Com-
panies like Deloitte and KPMG come

close considering audits, and concer-

ning forensics Fox-IT can be pla-
ced next to 4iTrust and Hoffmann,
although Fox-IT focuses more on
technology. In assignments such as
checking systems behind the gates of
prison cells, Fox-IT is unique, Prins
states.

From a commercial point of view
seen the market segment that Fox-
IT is in might not even be the best
choice, but the priority is on exciting
and fun projects.

Working at Fox-IT
After having started in 1999 with two
men, Fox-IT now already has about
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65 employees. The background of
these people is a multidisciplined one:
there are mathematicians, physicists,
computer scientists, industrial engi-
neers and even a graduated law stu-
dent. The focus is on young people,
who do not necessarily need to have
a lot of working experience. With ten
running vacancies at the moment the
company is fast-growing,.

In an interview procedure the study
of the candidate is checked to measu-
re the work and thinking level of a
potential employee. Furthermore it
is valuable that one for instance has
been experimenting behind an Atari
as an 8-year old. A tendency for pa-
ranoia does not hurt either. For a
programming position only the best
applicants are employed.

Often graduate students become an
employee, but a graduate position
does not guarantee a job: out of four
graduates usually only one is found
fit to stay with the company.

Corporate culture

Cosiness can practically be called a
prerequisite to work for Fox-IT. For
instance, they will soon be doing
Geocaching again: treasure hunting
for the advanced, using GPS. Fur-
thermore, the other day they had a
barbecue and some time ago they or-
ganized a puzzle trip with technical
questions. A marketing employee no-
tices that all technical colleagues not
only know a lot about their profes-
sion, but can also communicate their
knowledge enthusiastically which
makes these trips fun for everyone.

Another remarkable aspect about
the culture is the choice of clothing
of employees. Recently a memo was
sent from marketing to everyone in
the company that bare feet were just
a little too informal; this indicates
that a suit is definitely not required.
For a customer visit people dress a
little smarter, but there are no strict
requirements here as well. The cus-
tomer knows that IT-experts are
generally not the smartest dressed
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people. “They will have to accept
that”, states Prins.

Hierarchically there are some chan-
ges going on. Until recently there
was no management layer between
the managing director and the em-
ployees, but now there is one mana-
ger per Business Unit. Still it is not a

3

problem to walk into the office of a
director.

“How profitable a project is doesn’t even have

All in all Fox-IT seems like an inte-
resting company, with, like the di-
rector himself describes, ‘exciting as-
signments’. The employees see their
work as a serious hobby: that can be
seen from the fact that they can of-
ten be found at work in the evening
or even in the weekends. m

Mark Timmer
samenwerking@inter-actief.net

the highest priority.”




Being founded in 1887 Getronics PinkRoc-
cade has certainly experienced the informa-
tion technology stone age and its evolution.
However, the title of this article does not refer
to Getronics PinkRoccade’s almost 120 years
of existence, but rather to their view on the IT
Security field. This largest IT service provider
in The Netherlands has great expertise in
directing data streams securely and uninter-
rupted into the proper lanes, which poses

IT Security Stone Age

History of  Getronics  Pink-
Roccade

Getronics PinkRoccade was formed
in March 2005 when Getronics, spe-
cialized in ICT solutions, merged
with PinkRoccade, specialized in
printing. Today’s Getronics Pink-
Roccade is part of Getronics N.V.
and is active in the Netherlands with
approximately 10,000 employees.
Worldwide Getronics N.V. has 27,000

employees in thirty countries.

Getronics

The history of Getronics is captiva-
ting and rich. In 1887 Groeneveld,
Van der Pol & Co’s Elektronische
Fabriek NV founded a company
that installed controls and techni-
cal equip-ment for the shipbuilding,
utilities and construction industries.
From then on the company under-
went several transformations and
name changes. After the company
was reintroduced to the Amsterdam
stock exchange in 1983 with the
name Geveke Electronics N.V., the
company is renamed to Getronics
N.V. in 1988. With the adoption of
PinkRoccade in 2005, the largest
ICT service provider in the Nether-
lands was established.

PinkRoccade

In 1950 the Rijkscentrale voor Me-
chanische Administratie (RMA) was
founded, which was renamed in 1969

to Rijks Computercentrum (RCC).
The RCC acquired the task of ‘per-
forming services in the field of the
automatic information processing’
for departments and (semi-) govern-
ment agencies. After the company
was privatized in 1990 it was merged
with Pink Elephant and Bouwfonds
Informatica to form PinkRoccade.

IT Security

Getronics PinkRoccade is an inven-
tive I'T service provider that provides
optimal availability and security in
the areas of architecture, infrastruc-
ture and applicative service provi-
sioning. If requested worldwide, 24
hours a day, 7 days a week. This puts
heavy constraints on security in all
levels of Getronics PinkRoccade’s
operations. Some of their experien-
ces are described below.

Stone Age

One of the main surprising obser-
vations of Getronics PinkRoccade’s
view on IT security is that the se-
curity field is in the Stone Age of its
time. The immaturity of the field can
for instance be seen from a financial
point of view; the costs of I'T secu-
rity are approximately 2.3 times hi-
gher than normal IT expenses. This
is partly the result of the immense
complexity of the area (without con-
sidering for example integrity, priva-
cy, and non-repudiation, authentica-

many challenges that have resulted in a
well-founded vision on IT security. We went
to the Apeldoorn office for a presentation
and discussion on the subject. Director of
Security Service Haydar Cimen provided us
with their view of data and a tour in their
secure center.

tion alone is an issue with a fast array
of complicated solutions); however,
just as important a factor is the im-
maturity of solutions nowadays.

Currently many security issues are
discussed and tackled on a deeply
technical level, which is similar to
the status of many technical soluti-
ons in their infancy that are now in
every day use. For instance, some
twenty years ago, setting up a mobile
phone project was a painstaking pro-
cess of discussing every (small) tech-
nical detail, whereas today providing
a mobile phone is a no-brainer. Mo-
bile phones have become a commo-
dity, which is where Getronics Pink-
Roccade believes IT security should
and will eventually move to. Howe-
ver, currently many solutions are
‘backlogged’ in this sense and need
to crystallize into commodities, so
security issues can be handled from
a higher level of abstraction than is
currently possible. Since a lot of solu-
tions have not yet matured, costs are
high, and therefore many companies
do not implement required measures,
despite the availability of unlimited
time or possibilities and the fact that
there are many issues to be addres-

sed.

Issues

Vulnerabilities have increased due to
the rise in e-business and many new
security problems arise that come
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with the fast pace of acceptance of
new technologies used in businesses
today. However, the level of aware-
ness of the need for IT security is
low and too little knowledge and
know-how on the subject is present
in most companies. This leads to a
discrepancy between the costs of I'T
security and other IT related expen-
ditures, since much more is spent
on IT than on security. Businesses
lag behind in new security develop-
ments, whereas they should be an
integral part of business processes.
After all, many issues touch the core
business of companies, such as com-
pliancy, espionage, and the impact of
incidents on reputations, operations

and budget.

Other developments in the field are
paradigm shifts. When companies
first became connected to the In-
ternet many security solutions were
based on a Demilitarized Zone
(DMZ) that protected the internal
company network from intrusions
from the ‘big-bad-outside’. The focus
has shifted towards internal security
and currently to using point-to-point
security using tunnels. The future
will show more and more integrated
solutions.

Legislation and rules on security are
both encouraging and obstructing. It
provides a high level of standard that
must be met. But at the same time
it can restrain security measures. An
example is that Getronics PinkRoc-
cade, being a Certificate Service Pro-
vider, performs signing of unique
keys to be used in root certificates
and digital signatures, which is incre-
dibly expensive because of legislation
that requires disproportional efforts
to secure the process. A good balan-
ce between legislation and security
still needs to be found.

Market drivers

Nowadays the digitalization of busi-
nesses is carried through to great
lengths; therefore businesses are in-
creasingly concerned with security
and the need for security specialists

September 2006

is high. One of the business issues
that Getronics PinkRoccade copes
with is the seamless integration of se-
curity in corporate processes, while
solutions need to remain scalable and
flexible. Another driver is that orga-
nizations are getting more and more
complex; therefore managing secu-
rity within the organizational com-
plexity is extremely challenging,

Another major market driver for con-
sulting security specialists is the lack
of access to experienced, qualified
and specialized work force. There is a
shortage for such personnel and the-
refore companies need to outsource
their security issues, also for cost ef-
ficiency reasons, for instance by se-
curity service provisioning,.

Secure data centre

The data centre of the Apeldoorn
office is a perfectly applied example
of how security works in the real
world. The Getronics PinkRoccade
data centre offers storage and data
management services to many com-
panies and the government. It is said
that of every citizen of The Nether-
lands some data resides in this data
centre. Therefore it is not excessive

Working at  Getronics  Pink-
Roccade

Getronics PinkRoccade invests in
their employees and the organizati-
on. They believe that people develop
themselves continuously. This can
mean an increase in responsibilities
and complexity of their function.
But just as well it can mean a new
function or working at another de-

partment.

The first years of a young professio-
nal at Getronics exists of a training.
This training is aimed at gaining
such that
new employees can work on clients’

valuable certifications,

projects with increasing complexity.
One of the trainings is given in India
to acquire thorough knowledge of
system development within a month,
which would take about a year in the
Nethetlands. PinkRoc-
cade has its own e-learning environ-

Getronics

ment and several management deve-
lopment, personality and mentoring
programs. Therefore its personnel
can always acquire knowledge con-
cerning the newest technologies.

To conclude, our visit to Getro-
nics PinkRoccade has given us a

“(...) the security field is in the Stone Age of its

that several security checks are per-
formed before the secure data cen-
tre can be entered, as we have expe-
rienced in the flesh. Within the data
centre there are several server rooms
which are extra secured by biometric
security checks.

Besides the security checks the lo-
cation is also a security measure.
The data centre lies at seventy me-
ters above NAP and the centre was
build during the Cold War period.
Therefore the centre has six meter
thick walls and supposedly a plane
can crash on it without damaging the
data centre inside.

time”

refreshing insight into the security
operations of the largest IT service
provider in The Netherlands and the
current security issues they face. The
field of IT security is complex and
will remain challenging in the futu-
re. Getronics PinkRoccade certainly
seems up to the task of bringing I'T
security to an even higher level. m

Kimberly Lemmens
Ivar Pruijn

References:
www.getronicspinkroccade.nl



Middenwoord (From the chairman)

When I first heard of the concept of a study tour, I had
a completely wrong impression of what such a tour is all
about. Like so many others, I pictured it as a nice long trip
of three weeks to a distant country with a large group of
familiar students, paying some visits to interesting com-
panies, experiencing a foreign culture and engaging in re-
laxing group activities. To make it all a bit more useful you
have to follow some courses and a part of the travel costs
has to be earned by performing contract reasearch for a
company, but apart from that it’s “‘sit back and relax”, while
the study tour committee puts together one hell of a trip.

Having spent a few months with the committee now, my
view on what study tours are and why they are so impor-
tant has changed radically. A study tour is nothing like
a binge trip. With over twenty companies to visit in just
three weeks, the tour program is stuffed to

the rim. These company visits aren’t
just meant to be interesting and
fun, they are part of the
research the group as a
whole conducts; setious
research, that starts in
the Netherlands with

a global overview

of important factors
concerning the chosen
theme and country. It’s
clear a study tour is a lot
more than a holiday, but
is it useful?

First of all, a study tour pro-
vides an invaluable source
of experience for
students. It

offers

The importance of a study tour

an opportunity to explore new cultures, visit a foreign
country and learn to perform research in a large group to
participants. To committee members it offers a way to try
their organizational skills on a large and unique project.

Secondly, study tours form a way for the university’s tea-
chers to get to meet important people in their field, get to
know their students and in general gain some extra practi-
cal experience, adding to their personal development and
continued education.

Moreover, a study tour is a great way for a university to
promote itself internationally. It doesn’t happen every day
a large group of well-prepared students from one of your
faculties gets the chance to make their first impression on
a foreign company, university or research institute. On
each company visit the participants present a specific part
of their research and in the end the entire research is
bundled in a report, which is being distributed to
all parties involved. To the university this is
great publicity.

All in all, it may be clear study tours are
of priceless value to all parties involved.
Students broaden their view, teachers en-
large their networks and universities get

to profile themselves. I didn’t even men-
tion the value of the tour research to
the visited companies. Study tours are
a core activity of Inter-Actief, defining
our study association. Let’s keep it that
way. B

Michel Jansen
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This September 13th the Kryptos Symposium

on IT Security will take place. Several aspects

of IT security are discussed during the presen- B
tations and workshops. The location will be

University of Twente, the Waaier.

Proceedings Symposium Kryptos

The Kryptos Symposium speakers
have different perspectives on the
subject. Some of the topics that will
be discussed are digital rights ma-
nagement, cyber crime, security ar-
chitecture and biometrics.

Leading speakers in the IT Security
field will be talking on the subject,

like Frank Kamperman from Philips
Research, Hans Appel from Sun Mi-
crosystems, Jacques Buith from De-
loitte ERS, Peter Went from WCC
and Albert Verhulst from NOD32.
Furthermore, there will be speakers
from Getronics PinkRoccade, Cap-
Gemini, Better.be, Fox-IT and Ma-
dison Gurkha.

IT Security

In addition to the presentations there
are workshops from Deloitte, Qua-
rantainenet and a workshop hacking.
All in all, a full-day program about
IT Security.

09:00h Arrival and coffee
09:30h Start by chairman of the day
Pieter Hartel
09:45h Deloitte ERS
Jacques Buith
“Global IT Security Survey”
10:45h CapGemini NOD32 Better.be
Albert Verhulst Theo Balijon
“Cyber crime” “Security architecture”
11:30h Break
12:00h Philips Research TU/e Madison Gurkha
Frank Kamperman Sjouke Mauw Walter Belgers
“Digital rights management”
12:45h Getronics PinkRoccade WCC Fox-IT
Rob Zouteriks Peter Went Oscar L. Bal
“Search technology in the “Forensics and audits”
biometry”
13:30h Lunch break
14:00h (workshop)
14:30h Deloitte (workshop) (workshop)
Wouter van Voorst tot Voorst Quarantainenet Pine
Casper Joost Eyckelhof Frank van Vliet
“Honeypots, exploits, “Hacking”
quarantainenet”
16:00h Sun Microsystems
Hans Appel
“Life and work in the new reality”
17:00h Forum
17:30h Informal drinks

The concept program
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To give you an impression of the
speakers, we introduce two of them:

Hans Appel

CTO Sun Microsystems
Presentation: “Life and work in a
new reality”

Hans Appel has been working in
the computer industry for some 35
years. After his study in electronics,
he began building and programming
hybrid analog/digital computer sy-
stems in the late nineteen-sixties.

In the ecarly seventies he took up

Here again, marketing was Apple’s
main credo.

Since 1996 Appel has been working
at Sun Microsystems Nederland B.V.
Sun is one of the few I'T organizati-
ons where the design of a product,
from silicon to end product, still oc-
curs within the same company. Itis a
company in which the human-tech-
nology interface occupies an impor-
tant place, right next alongside the
marketing of highly professional IT-
technology.

Appel always says: “I have two pro-

“For subscriptions: www.kryptossymposium.nl”

employment with Sperry UNIVAC,
a company that was engaged in de-
signing, building, and selling main-
frame computer systems. After wor-
king in different functional areas in
systems programming, he took his
first steps in the world of marketing
in the late seventies.

With the rise of computerization
in the early eighties, Appel went to
work at WANG, a company that was,
in those days, a leading innovator in
the area of computer technology for
the office environment. At WANG
he held various positions within the
company’s marketing departments.

In the late eighties he crossed over
to Apple Computer, a company that
wanted to change the world. A com-
pany which also has a very unique
vision of computer technology being
used by everyone. For many years
Apple was a model for continuous
innovation.

and groundbreaking

KRYPTOS
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N\~

fessions: technology and marketing.
The combination of the two fields
forms a tremendous challenge. Kee-
ping up with these two dynamic areas
is an enormous motivatot to excel.”

Peter Went

CEO WCC

Presentation: “Search technology for
biometry”

Peter Went is the Chief Executive
Officer of WCC, where his role is
to oversee the company’s operations
in The Netherlands and the United
States.

Mr. Went founded WCC in 1996
after a frustrating search for a new
house exposed the fact that existing
database technologies were ill-equip-
ped for performing certain types of
searches. This revelation led him to
develop a search tool that worked
more like the human mind, and set
the foundation for WCC’s ELISE
fuzzy database technology.
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With the huge gain in popularity of the Inter-

net, many companies have made the switch

to selling and promoting products online. ]
Traditionally commerce on the Internet has

the problem of verifying the identity of the Il
customer. Many websites try to solve this
identification problem with providing the cus-
tomer with a username and a password. This i
often leads to the use of the same username/

and the use of so-called “weak” passwords;
passwords which can be easily guessed or
found through “brute force” attacks [Eug92].

Recently the Dutch government introduced
the DigiD service [Dig06], a central authen-
] tication service for government websites.
This service provides access to the personal
details of the citizen and should therefore be
adequately secured.

password combination for different websites

The key to DigiD

Risk analysis of the authentication used by the

RESEARCH QUESTIONS

Since more and more governmental
services are offered online, it is es-
sential to have a look at the possible
risks. Therefore this research focuses
on the security of the DigiD system.

What are the security risks to the DigiD
service?

What measures can and have been taken to
minimize the risks?

Firstly the system architecture is de-
scribed. Secondly the possible risks
for this system are listed. Thirdly the
security measurements are analysed.
Based on these findings an overall
conclusion is presented for the secu-
rity of the DigiD system.

DIGID

The government is merging its Inter-
net activities by providing one system
for authenticating citizens: DigiD.

Every citizen of the Netherlands can
request an account at the DigiD web-
site [Dig06]. This requires a valid
social security number and address
information. Subsequently the citi-
zen has to choose a unique username
and enter a password. The first step
is completed.

The information is checked and the
citizen will receive a letter by postal
mail. This letter contains an activa-
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tion code. The code has to be ente-
red on a website to activate the ac-
count. After this step is completed,
the DigiD account can be used.

A-SELECT
SYSTEM
The DigiD infrastructure is based on
the A-Select authentication system.
This software is developed by Alfa &
Ariss for SURFnet [Ase06].

AUTHENTICATION

The goal of this software is to create
“a centralized, web-based user au-
thentication service for web applica-
tions. It allows users to gain access to
A-Select enabled web applications in
a uniform way by using A-Select to
establish their identity and pass it on
to the application” [Ase06].

The system is based on Authentica-
tion Service Providers (AuthSP’).
These services are capable of iden-
tifying users. Examples of AuthSP’s
are internet banks, RADIUS servers
and DigiD.

Dutch government

General authentication
cedure

A general authentication procedure

pro-

will consist of the following steps:
Users connect to the webserver of
the service they would like to use.
This webserver redirects the user to
the webserver of the AuthSP. In this
web environment the user enters its
credentials. Once the credentials are
verified, a reply is sent to the initial
service for which the procedure was
started. This service can not see the
credentials of the user, but only re-
ceives the username information and
the certainty about its appropriate
use.

Security levels

The A-Select system defines different
levels of security. If a user would like
to access a resource with a lower le-
vel of security, this access is granted
immediately. In Table 1 the security
levels of A-Select are defined.

Level AuthSP Functionality DigiD
10 IP based authentication

20 RADIUS password authentication

30 LDAP back-end password authentication | Basic

40 Mobile phone (SMS) authentication Medium
50 PKI certificate authentication High

60 Online banking authentication Medium

Table 1: Security levels of A-Select with analogue DigiD labels

[Ase06]




DigiD security levels

The Dutch government distingui-
shes three levels of security for
protecting electronic government

Application layer

The possible attacks on the appli-
cation layer all focus on obtaining
the authentication token of the user.

Link layer

On the link layer there is the possi-
bility to eavesdrop the Ethernet pac-
kets that are sent over the network,

communication; the applied level of  This can be done on the “some- called sniffing [VVI9§].
security depends on the information  thing you have”-partly by #befz, but is
exchanged. mostly done on the “something you  SECURITY ALTERNATIVES

* Basic: username and password au-
thentication.

* Medium: basic level extended with
mobile phone authentication.

* High: authentication is provided by
using an electronic national identifi-
cation card (eNIK) used for asym-

know”-part of authentication. User
accounts are often being hacked by
guessing ot brute-forcing (trying every
combination) passwords; these tech-
niques were already known in 1979
[MT79].

Another method often used is social/

“Key to this is the lack of understanding on the

use of the credentials”

metric cryptography with the go-
vernment.

Currently the eNIK card is not avai-
lable for Dutch citizens. The highest
level of security is therefore not avai-
lable at the moment.

POSSIBLE ATTACK VECTORS

The potential vectors of attack men-
tioned contain the most commonly
used attack vectors on the types of
systems like the DigiD system. In
order to create an overview of the

security risks involved, they will be
categorized according to the TCP/
IP (the internet protocol) four-layer
system as used by De Vivo et al. in
Figure 1 [VVI98].

engineering where hackers obtain pass-
words by gaining the trust of the vic-
tim an abusing it. Key to this is the
lack of understanding on the use of
the credentials [WS02]. Closely rela-
ted to social-engineering is the digi-
tal form of it called phishing, in which
a user is tricked into filling out his
credentials into a fraudulent website

[DTHOG].

When these are combined with the
domino effect of using the same cre-
dentials in various places it enables a
hacker to target the “weakest” system
and use the credentials found there
on the “stronger” systems [IWS04].

Transport and Network
layer

Well known techni-
ques on the network
layer are tricking the

system or a network

to trust a malicious
system, called spoo-

fing,

down a service with

and bringing

a denial of service at-
tack. Another possi-
ble attack is hijacking
an authenticated ses-
sion from a client

[VVI98].

There are a couple of techniques
known to enforce the use of “stron-
ger” passwords. For example using
a password generator instead of allo-
wing the user to pick one [BCR97].
Another option is using pictorial
passwords instead of textual ones.
This should lead to stronger pass-
words since pictorial passwords are ea-

sier to remember [WWBO05; TTO5].

Authentication can also be imple-
mented by “physical” authentication
tokens such as key authentication for
signing and encrypting messages
[VVI98] or the related certificate an-
thentication which is based on a trusted
party supplying a certificate to some-
one to use it for proving its identity.
Another option is using physical pass-
words generators. These devices gene-
rate one-time codes [Eov00].

Eavesdropping on the network can
be prevented by segmentation of the net-
work ot encrypting the messages over a
connection [VVI9§].

The use of local trusted resonrces provides
a solution to the spoofing problem by
using these resources to cross-check
the connection [VVI98].

In order to protect the user against
social-engineering and phishing at-
tacks the user should be educated on how
to pick passwords, how to handle
them and their importance [BCR97].
For more physical measures against
phishing, Dhajima and Tygar provi-
de a technique of using graphical codes
[DT05; DTHOG].

If it all goes wrong anyway, the sys-
tem should be dosely monitored all the
time to enable quick reaction to pro-
blems with system services and re-
source utilization [MRO4].
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Figure 1: Possible attacks on different levels of communication
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DIGID MEASU-
RES

SSL Connections All of the connec-
tions used in the DigiD system are
secured by the use of Secure Socket
Layers. This ensures that the com-

munication channel is encrypted.

PROTECTIVE

PKloverbeid is a Dutch network of
trust in which only certain suppliers
are trusted by the government (root
certificate) to hand out certificates to
other parties.

SMS Aunthentication requires the user
to be able to receive an SMS message
sent to the number associated with
the usert.

User Education is provided on the
DigiD website. It contains informa-
tion on how the service works, which
security measures have been taken
and how to check the legitimacy of
the server.

Network segmentation is provided by
the Internet topology, which is com-
prised of switched networks.

These measures are cross-checked
against the preventive measures men-
tioned eatlier, see Table 2. This table
provides an insight on the preventive
techniques already used in the DigiD
system. It does however not mean
that all of these measures are taken
for every step in the system.

SUGGESTIONS FOR IMPRO-
VEMENT

A username password combination
for authentication is sufficient for
most unimportant web services.
However communication with the
government requires a higher level of

authentication. One should consider

upgrading from the basic level to at
least the medium level.

In the high level au